IPNDV

INTERNATIONAL PARTNERSHIP FOR
Nuclear Disarmament Verification

Contents

Part I. Introduction to the Verification of Nuclear Weapons Declarations......................... 3

Part Il. Potential Options for Declarations on Nuclear Weapons............ooocccvvevieeeeeeeenn. 14

Part Ill. StataVide Verification of Absence of Undeclared Weapans...........ccccccceeeeeennnnns 29

Part IV. Detailed\nalyses of Various Aspects of Verification of Declarations................... 40
Paper 1. Categorization of Nuclear WeapQns................ooovvivieiiiiiiieieeeiieieeisiveeevannnaanns 41

Paper 2. Evaluating Confidence in Compliance: Methods to Evaluate Random Selection
Approaches and Confidence Building StatistiCs................coovvviiviiviiiiiiiiiiaas 49

Paper 4. Nuclear Cultural Anthropology: An Exploration of the Influence of Cultural Norms

and Changing Cultural Behaviars Nuclear Cultures...........cccccoeeeeeiiiiiii 16
Part V. Report of the CFE Tabl@ EXErCISe.............oooooiiiiiiiiieeeeeiiieev e 82
Annex: EXercise DOCUMENTALION...........uuuuiiiiriiiiiiiiiiiiiieie s s s aae e e s e e e e e e e e e e e e aaaaeeaaeaaaaas 98

Annex 1. WG4 Walkthrough Exercise on Declarations: CFE Treaty Case.Study.......99

Annex 2. Exercise Handouts: Initial Declaration, Site Dreyrand Photographs.......... 106

Annex 3. Walkthrough Presentation..............ciiiiieiiinoe et e et aeaaeaenns 121

Annex 4. Aerial Photographs of FacCillti@S......uuuuueiiiiieeeeiiiiiiiiiiiceceee e 139
Page| 1

www.ipndv.org


http://www.ipndv.org/



http://www.ipndv.org/

IPNDV

INTERNATIONAL PARTNERSHIP FOR
Nuclear Disarmament Verification

Working Goup 4 Deliverable
Part L Introduction to the Verification of Nuclear
Weapons Declarations

Working Group 4Verification of Nuclear Weapons Declarations

June 2019

Abstract

This papeintroducesthe workof Phase llofthe L t b 5WofRiag Goup 4(WG4) We put

forward the key questions we attempted to answehile workingon verifying nuclear weapan
declarations. Thiseportincludes how declarations fit into the disarmament context and
identifiesmultiple different declarationghat will be requred during different stages of
disarmament. By understanding this context @hd requirements for declarationsye provide
amore thorough and targeted approach to understanding how they may be verified. We set
out the principles and objectives of veiiig these declarations, as well as the process of
verifying them. We also set out certain types of declarations that will be particularly critical, and
their associated data and esite inspection requirements. Finally, in order to focus the work of
the group, we set out @enericscenariounder which an initial declaration is made on the
number of nuclear weapons in@tate This scenaris used by the group to elaborate in more
detail how such a declaration could be verified. The results of this more detailedanerk
detailedin our other papers. To enable a full understanding of all of our pape¥sncludel a
short list offrequently ugd terms
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Introduction to the Work of Working Group 4

Based on the IPNDV Phase Il program of waidsking Group 4WG4 hasexplored how to

verify a declaration of aumber of nuclear weapons in a Statdentifying the different
guestions ancthallenges that materialize when attempting to da das also elaborated
multiple options relating to verifying nuclear weapons numbers that could be of use to future
negotiators.

The challenge of verifying nuclear weapons numbers raises questionasuch

1 What types of declarations are necessary to determine the number of nucleapans
in a Stateor location andthe differences betweeideclarations to establishlaaseline
and for longterm monitoring?

1 What should be the scope of the requiredrification regimeiqcluding how tocensure
balance amonghe principles of effectiveness, efficiency, confidence builgamgl non
interference?

1 What types of declarations, documentation, and supporting information should be
expected as part of inspeoth and monitoring under a nuclear disarmament agreement
and what challenges do specific nuclear sites Rave

1 How to confirm items are as declared under an agreement, but even more complicated
can we establish the absence of undeclared nucleapoes, espeially in an entire
State?

1 How to verify numbers and status when access to all systems may not be?imely

1 How to keep track of numbers over many years, including when systems are refurbished
and replaced?

To answer such questiond/4 has looked texistirg verification regimeswhich offer many
valuable lessons and good practicégG4analyzed verification mechanisms of the

International Atomic Energy Agen@@AEA) as well as relevant security agreements and

treaties! The study of all the instruments and models used by the existing regimes has, to
varying degrees, contributed to understanding the complex challenges and solutions connected
to the verification of nuclear weapons declarations. At the same time, the sublje@rification

of the declaration of nuclear weapons has not previously been studied in depth, and raises its
own unique set of requirements, conditions, peinttime dynamicsand complications. Thus,
although the analysis of existing verification irags has certainly aided WG1 Qa4 Sy RS @2 N& |
these models are not directly transferable to the verification of nuclear weapons declarations,
but they do contain important lessons and employable experiences.

1 WG4 consulted the Treaty on Conventional Armed Forces in Europe (CFE), Chemical Weapons Convention (CWC),
BrazilianArgentine Agency for Accounting and Control (ABACC), and the START (Strategic Arms Reduction Treaties)
family of treaties.
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Defining theTermdNuclear Weapose

We beganby defining whatWG4mears when we refer to nuclear weapanin the literature

items defined as nuclear weapsnoan refer to both an individual nuclear explosive device

(NED) or a delivery system with one or more NEDs inBelsausehe IPNDMs looking at

verification through the dismantlement and disposition of nuclear weapons and their
associated materials, ihade most sense to make the item of account to be the NED.
Consideration can then be given to each individual NED from being deployed (possibly within a
missile or other delivery system) through to its dismantlement.

In its effort to identify and accounbf everyNED in a Stat&V4 in each of its published
papershas used the terninuclear weapoato refer to any NED. Hence, a delivery vehicle could
contain multiple NEBor nuclearweapons.n principle, nuclear weapons may be categorized in
multiple ways according to weapon technology, intended use, means of delmedy

operational statug.As part of its declaration, &tatewill declare how many nuclear weapons it
holds, and during inspections such items will be identified to inspecidrsse are then
designatedasitems declared as weaporffDWs} becausseit islikely thatinspectors will have

no other knowledge of what these items are and cannot know for certain they are indeed
nuclear weaponsOnce declared as nuclear weapoisspectas will treat them agreaty
accountable items (T8l As there are no technical measurements that completely confirm an
item is a nuclear weapon, all items will remain IDWs throughout the verification process.

Disarmament Context

The scope, subjecand modalities of any verification arrangement depend heavily on the
context and contents of the agreement that is to be verified. Thus, to be able to elaborate
realistic options for the verification of nuclear weapons declarations, the applicable
disarmanent scenaricshould be clarifiedThelPNDV considefsur broad disarmament
categorieghat provide representative characteristics for possible disarmament scenarios of a
singleStateor amongseveralStates. These categories afg) reductions in nucleaveapors
numbers (2) limitations on nuclear weapsmumbers (3) reaching global zerand (4)

maintaining global zero.

The role of nuclear weapons declarationsireduction scenariovould focus on verifying the
relevant information activities, materigland locations as declared by the inspect&dte
Becausehis category consists of scenarios in which a given number of nuclear weajbis
dismantled, this category would noerd full stockpile numbers as a whole, only those nuclear
weapons or weapon components to be dismantled or destroyed. Initial declarations¥ep a
1¢14 dismantlement scenario must include the numbers and types of nuclear weapons to be
dismantled/reducedthe deployment site or storage facility, the transportation method, the
transport of the dismantled componentand the monitored storage facilities. Also important is

2 An exploratiorof different categories of nuclear weapons is in WG4 Deliverable Part IV, in this document.
3 Further explanations on the concept of IDW are in WG4 Deliverable Part |1, in this document.
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the location of the deployment site, the dismantlement facjlaypd the dispositionite.
Reduction scenariakat cover onlySeps &10 will not need information about deployment
sites or storage facilities. In addition, the conditions (storage, access, administettgrfor
the monitored storage facilities, as well as the safety aaecurity requirements are important.

Underalimitation scenariq the verifying entity must be able to determine a total or maximum
number of nuclear weapons in@tate At a minimum, an initial declaration for a limitation
scenario must include the totalumber of existing nuclear weapons and the number of
weapons assigned for dismantlement, including their location and operative status. Depending
of the operative status, information about the location would include the deployment, storage
or production ge. A key assumption is that the 14 steps of the dismantlement process are
verifiable. A key objective of a limitation scenario would also be to verify that there is no
undeclared production of A| which means at a minimum, weapons production facilities would
have to be included iStatedeclarations These facilities and the production afly newTAl

would haveto be accounted for irdeclaations

In a scenario afeaching global zerdgor full elmination of nuclear weapons), the assumption is
that all nuclear weapons have been declaredAssand thatStates will remove all their
nuclear weapons from deployment in order to dismantle and destroy themminimum
requirement for an initial baselindeclaration must include timely information about the
number of remaining nuclear weapons to be dismantiaedluding nucleacapable delivery
systems. Additionally, the facilities/locations of the entire nuclear weamyale must be
declared.This wouldalso include the dismantlement or conversion of the remaining
deployment/storage sitesA verification aim would be to ensur@riurther production of
nuclear weapons igossible oifeasiblewithout significant rislof early detection. fis wouldbe
aidedby the eventualdismantlement of all the production and assembly sites. The
dismantlement or conversion of nuclear weapsaeployment/storage sites will require the
development of specific inspection procedures to allow for verification of their statiemgsas
these sites existA remaining problem is the nuclear weagknowledge within former nuclear
weapors States, but prospects for preventingtates rearming may need to rely on a
sufficiently rigorous multilateral verification arehforcement regime.

Thefull civilian nuclear fuekycle becomes increasingly important as we approach global zero.

¢KS &aATS YR OFLI OAGe 2F | O2dzyiNEBQa -0OtA BAf Al Y
time. Possible clandestine nuclear weagtivities or permitted norweapon nuclearelated

activities for military purposes (e,gaval propulsion) can also provide the basis for a potential

or real breakout option. Complete safeguards for the civilian nuclear cyerd any permitted
nuclearrelated military activitiesmnust be established and effectively maintain@uit these

can be built on rich experiences from earlier disarmament phases and the IAEA safeguards

system, including the Additional Protogahnd regional safeguards systermschasBrazilian

Argentine Agency for Accounting and ContBACTand Euratom.

Once all nuclear weapons have been eliminatedintaining global zeraequires continuing
verification of remaining infrastructure that might contain proliferaticelevant fisile material,
production capabilitiesand knowledgeExistingknowledgeof how to build or produce nuclear
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weapons cannot be verified, but researcistitutions or development facilities cdre notified

or monitored(perhaps with lessons learned fraitme Organization for the Prohibition of

Chemical Weapon®PCWmonitoring of commercial institutionsYhe main verification

objective is to ensure that nState includingthe former nuclear possess@tates, canuse
clandestine or nuclear infrastructure to produce a nuclear weapon. Although nuclear weapons
may have been eliminated, much of the former nucle@aponsrelevant infrastructure,
potentially containing proliferatiorsensitive information, will initially remain in some countries.
In these scenarios, it should be determined which veatfon options are required in former
nuclearpossessob6tatesbeyond conventional safeguards, or indeed, if extra verification
measuredeyond the current safeguards would be required irSdtes.

Applicable IPNDV rihciples

The principles of verification that were elaborated by IPNDV Working Group 1raptssis
mutandisto the work of WG4 # The following principles are especiallyent in relation to
nuclear weapons declarations:

Hfectiveness The objective of the verification of nuclear weapons declarations should provide
parties sufficientevels of assurance regarding the number of weapons inrtbgectedState
Althoughabsolute certainty will not be possible due to the requirement for information

barriers toprevent the release of proliferatioror securitysensitive information, suffient
confidence may be achieved through a monitoring and inspection processtraiust enough

to deter cheatingln discussing verification options for nuclear weapons numi#¥(&4 has
contemplatedwhat it considers as significant diversions from thuelear weapos declaration,

and in which timeframe such a defection must be determined. Such margins of error vary with
the applicable disarmament scenario.

Gonfidencebuilding. Providingcertain types of information for example relating taational
security reviews, public doctrines, capabilities, in addition to the information that is to be
verifiedt can signal a willingness to provide transparency and may increase mutual confidence
regarding the correctness and completeness of the nuclesapens declarationVG4 has
considered, under various verification options, to what degree should such types of information
be included in a nuclear weapons declaration, and to what degree these types of information
can be verified. In addition, the implentation of a verification regime will, over time,

contribute to increased confidence among the parties to an agreement.

Non-interference andNon-proliferation. Declarations must seek a balance between achieving
verification objectives, minimizing the bwed of verification on the inspected party, and
achieving the objectives of the inspected party. In this particular context, considerations of
national security and safety, including the ability to maintain effective deterrence, and to

4See IPNDV Phase 1 Deliverabletths://www.ipndv.org/reporis-analysis/deliverabl®ne-principlesnuclear
disarmameniverificationkey-stepsprocessdismantlingnuclearweaponsil4-step-diagram/.
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prevent nonproliferation will be important, and can inform the planning and conduct of
inspections.

Cost-efficiency. When assessing options relating to the verification of the number of nuclear
weapons in &tate options must be feasible in relation to the amount of timeg thumber of
personne) and the level of resources they would entdI(4 has, in its deliberations,
considered which limits this places on nuclear weapons declarations and the information
therein that is to be verified.

Objectivesof Declarations and the Role ofdnsparency

The principle of effectiveness dictates that the primary objective of declarationgidfe
information that provides the basis for the effective implementation of disarmament
agreements and to facilitatehe detection of norcompliance by establishing the baseline of
declared activities and informing specific monitoring/inspection procedéres.

Apart from thisécore objectiveg declarations also function to aid verification and the
implementation of arms control agreements in various supplementary ways, for example, by:

1 Building trust through increased transparency, both betwearties to an agreement
and more widely within thénternational community;

1 Establishing credibility and data consistency over time, and thereby increasing
confidence thatParties are implementing an agreement in good faith;

1 Facilitating nuclear material accountanayludingthe process of creatingn acurate
as possibleverification baseline of past nucleaeapon related activities on the part of
parties to an agreement, and, as agreed, supporting the assessments made by a
multilateral verification entity that could be created as part of a future
monitoring/inspection regime;

T CFEOATAGLI GAY 3 ay dzO t%8HatNs]l helpizg io daidrdtand the ivaydNiR L2 f 2 3
which different countries vih nuclear weaponsindertake their activities and
operations across the nucleareapon lifecycle (fronproduction to disposition) and
thereby informing the development of the monitoring and verification regime of specific
nuclear disarmament agreemenfer example by compilingover time a more
O2YLINBKSYy aAgdsS wveapbndétivitksfagahaz@tiicBuoNd be easier to
detect anomalous behavior or undeclared activities; and

1 Providing experience in cooperation that builds trust and increases the prospects for
further disarmament agreements between the parties.

The fact that declarations serve mulgpprimary and secondary verification objectives also
means that the different types of information that may be included in such declarations are not

5éNuclear cultural anthropology A& FdzNIKSNJ SELX I AYSR Ay 2Dn 5Sf AQ0SNIof S
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necessarily verified with equal levels of scrutiny or intensity; certain types of information may
not be \erified at alf

Transparency plays an essential role in supporting verification of a declaration by increasing
confidence that declarethformationis credible. Transparency measures result in greater
predictabilityregardingthe intentions and capabiligis ofStates, thus facilitating mutual
understanding, easing tensions, and reducing misperceptions.

Transparency will also influence the design of a verification regime. The degree of transparency
provided by parties to an agreement reflects the levelrakt between them. Low levels of

trust are likely to result in fewer transparency measures, and more rigorous and intrusive
processes for verification. However, over time and with experience in the implementation of an
agreement, increasing trust betweehd parties can result in the parties accepting less than the
full scope of information obligated in an agreement, and an increase in informal or voluntary
exchanges of information related toStateQ & Y dzOf Sskentetpisd | LJ2 Y

Declarations aghey Applyto Verification

AVerificatiort is the iterative and deliberative processes of gathering, analyaimjassessing
information to enable a determination of whetherStateparty is in compliance with the
provisions of an internationdteaty or agreement In the context of the work ofVG4, the goal
of this hypothetical verification process or mechanism is to enable one or Btates party to
an agreement to determine theumber of nuclear weapons present in anott&tater or,
possibly, in any given paof that StateQa G S NNJA G 2 NB

W& has focused on declarations and inspections as the main sources of information used in
the process of verification of nuclear weapons numb@tsese sources of information are
interlinked in several ways: the data provided in declaratiaresoften confirmed by

inspections, or serve to enable or facilitate inspectiawm)versely the information yielded
through inspections may prompt subsequetdclarationgsee Hgurel-1).

6 This distinction is further elaborateéd WG4 Deliverable PalY, Paper 2in this document
"IPINV Phase | DeliverableA Framework Document with Terms and Definitions, Principles, and Good Practices
p. 12.
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Figurel-1. Verification Process Diagram with Data Flow
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There are different types of declarations and inspections. Although these go by various
designations depending on the regime of which they are part, genétihctions can be made
between initial declarations, which are intended to establish baseline information, and periodic
declarations and updates, which are tirand incidenidriven, respectivel§ Similarly,

inspections will differ in terms of naturegiquency and intensity. IPNDV Working Group 2
identified three types of inspections: initial, ad hoc, and inspections carried out under managed
access arrangements. In the context of the worl\i#4, so-calledéchallengé inspections

aimed at undeclared locations, for example as included indbevention on the Prohibition of

the Development, Production, Stockpiling and Use of Chemical Weapons and on their
Destruction(CW@ and Conventional Forces Eurof€FETreatyregimes, also have a significant
role.

Types ofDeclarations

Adeclarationis a formal provision of information required under the terms of a negotiated
disarmament agreement after entiipto-force The content of declarations depends on
whether a disarmamentreaty has unilateral, bilaterabr multilateral obligationsThe most
important objective of a declaration is to establish a baseline of thetcan contain
numerical, locationalor technical information based on the agreed requirements for future
inspections and other activities such as surveillance, dismantlement, convegztsoihis
information can include photographs of inspection objects, site diagrantechnical
drawings. The documentation forms the basis of inspection activities to motriéaty

8 The New START verification regime, for example, obligeSdkes parties to provide data current as to the entry
into force of the treaty(initial/baseline); periodic data after the expiration of evaiymonth period following the

entry into force of the treaty (periodic); and five days after the occurrence of certain changes in the relevant data
(updates).
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compliance with higltonfidence. Additionally, elaborated declaration documents can be used

to contain special or advanced data. The IAEA has developed expertise conceening sit
declarations as have the 1% and Russia through bilaterakaty arrangementsDepending on

the specific scenario, other categories could include special declarations about delivery systems
or the operational status of nuclear weapons.

A key aspect ithe use of declarations over timehich determines the scope, frequency,
intensity, and monitoring to build high confidence and to reach theaty objectives. This is
important for inspection procedures such as managed access, monitstingillanceetc. The
first part of an agreed verification cycle is always an initial declar#tianobliges theStates
parties to provide baseline datauch as the number of nuclearapors or the location of
relevant sites containing IDWs. Baselingpections arectivities conducted btates parties to
confirm exchanged baseline data ofraaty-limited item. During a defined period (weekly,
annualy, etc.) regular or routine inspections are aimed to verify the baseline data to reach the
inspection objectives. Ufates are possible during a defined period. The New START
Verification regime is based on this model. Challenge inspec¢tidnsh are aimed at
undeclared siteshave been introduced by the CWC and the Tielatywhere agreement has
been reached oithe absence or limited presence featyaccountable items or activities.
During latter stages of the disarmament process hocinspections can be introduced
regarding the conversion of storage or production fae#iti

The objects and locations earmarked for inspections are also important (seel-lable
Information to fulfill the verification objectives must be clearly defined, wgllictured and
applicable for the IPNDV verification principles. Not all inforamaprovided by the inspected
party is to be verified with the same level of scrutiiifie level of scrutiny necessary will be
related to the level of assurance required to fulfil verification objectives within the overarching
disarmament scenario.

Tablel-1. Types ofDeclarationsand Inspectionsand Required Daté

Type of Trigger Inspections Provided Data

Declarations

Initial Conclusion of Baseline Inspections Baseline data
Agreement

Periodic TimeDriven Routine Inspections Periodicupdates of required data
Declaration

Ad hoc IncidentDriven Ad hoc inspections Notification of tilanges in inventory,
Declarations locations etc.

9WG4 Deliverable Part Il expamdn these suggested declaration types, including under certain scenarios the need
to distinguish between initial and baseline declarations and inspections.
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Disarmament $enarioUsed by Working Group 4

To aid its work on the verification of declaratio¥( identified a speific nuclear
disarmament scenario in whichpidssessob6tatedeclares its full stockpile of weapons in
preparation for further disarmament step$he primary focus of this scenario is to explore
verification of a baseline declaration and teeolution of confidence over time.

In this scenarioStated ! ¢ KIF & RSOfFNBR Iff 2F (GKS ydzOf SI NJ
keep its total stockpile below an agreed number.

The declaration was considered to be the first actiorStgted ! ¢ Qprogegsthadt would lead

to significant reductions and eventual disarmament. This process would be lengthy and hence
robust and efficient verification would be required to monitor the total number of weapons in
the State

To develop a full range of potentiaerification options, it was important to ensure the scenario
encompassed all locations within tistatewhere nuclear weapons may sensibly exist. As such,
Stated ! ¢ gl & Sy@Aral3aISR (2 KIFI@S az2YS 6SFHLRya RSLI
groundlaunched silos, on road mobile launcheasdin storage for deployment by ladoased

aircraft. Further systems were located in central storage and at a production and

dismantlement site. The replacement or refurbishment of old systems was possible; hpweve

the total number in theStatewould not exceed the set value at any time.

| 2yaraidasSyid sAGK GKS tFNIYSNAKALIQa 1Sé& 2dzR3aASYS
verification'? the verification process in this scenario involves a multilateral group comprising
members from botmuclearpossessoftates and noipossessobtates Althoughnot

prescribing how this group formetlyGn 6 At f SEl YA Y S A arasdeBcing, & dzZOK | &
capabilitiesand equipment, as well as mandate, logistaisd ability to resolve ambiguities,

with a view to contributing to future discussions and recommendations on the organization of

the verification body.

FrequentlyUsed Terms

Followingis a short list of terms frequently used ByG4. This list is to aid the readar
understandng the terminology usedh theseDeliverable papers publishdyy W34 as part of
Phase Il ofhe IPNDV. This list is nottended for use beyond thegeapers.

Declaration Theformal provision of information required under the terms of a disarmament
agreement

10 See Phase | Summary Report: Creating the Verification Building Blocks for Future Nuclear Disarmament,
www.ipndv.org/reportsanalysis/phasel-summary/
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IDW (Item DeclaredasWeapon). Any object that is declared byraiclearweaponpossessing
Stateas a nuclear weapon dreaty-accountable item for reasons of establishing an initial
potential maximum baseline declaration.

NED(nuclear explosive devideA generic term for an otherwise undefined object containing
special fissionable material and high explosives.

Nuclear culturalanthropology. The study of culture (practices and protocols) within nuclear

enterprises. These cultures may have some variability witl8tate dependngon the mission

of the site and roles and responsibilities of its assigned workers. Nuzitare may also be

influenced by &StateQ& dzy A lj dzS Odzf (1 dzNI f LISNBRLISOGA@BSa 2y at
accountability, and authority structure.

Site. Aspecified geographical area delimited b$tateparty to an internationatreaty or
agreement according to the provisian 2 F G KF G FIANBSYSyidiQa OSNAFAO!I

State-wide verification. A verification mechanism, which covers the entire territory @tate
(minus the parts that are not under its control or jurisdiction) but also any dependent
territories, areas under itde facto control, surface ships, submarines, or overseas military
bases.

TAIl(Treaty Accountable Item). The subject of an arms contrtleaty.

UID (unique identifier). A distinct sequence of characters, bar code, or other identifying feature
applied to track an individual item limited byti@aty or agreement, or a unique feature of that
item.

Verification. The iterative and deliberative processes of gathering, analyamgjassessing
information to enable a determination of whetherStateparty is in compliance with the
provisions of an internationateaty or agreement
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IPNDV

INTERNATIONAL PARTNERSHIP FOR
Nuclear Disarmament Verification

Working Group 4 Delivefae
Part Il. PotentialOptionsfor Declarationson Nuclear

Weapons
Working Group 4: Verification of Nuclear Weap®@weclarations

Abstract

Declarations are essential to arms control/reduction agreements. The most important objective
is to establish daseline of data such as numerical and locational as well as technical
characteristics, photographand site diagrams for accountable items that can be used to
monitor holdings and progress in reductions to agreed limits.

Based on lessons learned from other regimes as well as Working Group 4 discussions and
papers, this deliverable contains potential options for declarationsugiear weaponss well
as information that may be included therein.

Finally this paper exploreseveral topics, articulating specific considerations deemed pertinent
to a future multinational arms control verification regime.

Introduction

During the discussion conducted by Working Group 4 (WG4) on objectives and subjects of
nuclear weapon declaratiss, multiple factors that could influence their final determination
were pointed out(see Figure{l). The nature and content of declarations will largely depend
on:

1 Whether it is aState@ unilateral commitmenta bilateral agreementr a multilateral
Treaty obligation
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1 The level of trust between States party to the agreement

1 Theoverall political and strategic environment

Figure H1. Factors That Influence Nuclear Weaggddeclarations

» a NWPS' unilateral
commitment;
»  abilateral agreement
between two NWPS;
» amultilateral treaty
obligation.

» NWPS signatories;
» The NWPS(s) and
the non-
NWPS/NWPS
The type of The level of \ inspecting states.

agreement confidence

between

The nuclear
weapons
declarations

» Threats and challenges

Note: NWPS is auclear weapon possessor State

For this reason and sake of simplification, WG4 adopted one main scenario for further
considerations of objectives and subjects of nuclear weapleclarations!?

1 A disarmament scenaricAll nuclear weapons, irrespective ofah operational status,
will have to be declared. Verification should then rely on two principles:

(1) Verifyingthat there are no nuclear weapons in a State that have not been
RS Of I M&nR deklared s weapofis 0 L &ndl & 0
(2) No IDWs=existoutside these declared locations. By verifying that there are no

NEDs that are not declared as IDWSs, either in declared locations or other relevant
locations, it is possible to establish a maximum number of NEDs.

Some basic questigrarise in relation tohis scenario:
f 2KIFEG GelLilsSa 2F AYyTF2NXIGA2y aK2dzZ R 6S AyOf dzR
1 How is that information verified?

1 How to keep track of numbers over the years?

11 See IPNDV Phase 1 Deliverablettbs://www.ipndv.org/reports-analysis/deliverabl®ne-principlesnucleat
disarmamentiverificationkey-stepsprocessdismantlingnuclearweaponsil4-step-diagram/.
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1 How to deal withweaponsthat are being refurbished or replaced?

Subject ofDeclarationandIts Verification

An important question to be resolved by WG4 was reldtethe subjectof the declaration.

According to the IPNDV terms and definitipagnuclear weapodA & | a6 Sl LIR2yYy | daSy
is capable of producing an explosion and masdarmage and destruction by the sudden

release of energy instantaneously released from-se#ftaining nuclear fission and/or fusioté

Alternative options would be auclear warheadr G YAt AGF NBE RS@AOS O2yaia
and nuclear materialin®2 Yy FA 3dzNF G A2y OF LI 6t S 2NEDRINE RdzOA y 3
generic term for an object containing special nuclear material and high explosives that is

capable of producing a nuclear yield.

This paper, however, proposes another idea, which is to |#avsubject of the declaration
undefined for now, to not preempt definitional issues in a future agreement. Insteaaclear
weapons declarations could be based on the conceptitéms declared as weapoggIDWS.

A key characteristic of this approach is that the exact nature of the IDW remains unknown to
the verifying entity, although it may be confirmed at some point during the dismantlement
process. When it comes to verifying the number of nuclear weapons iate, 8t in any given
location, there would then be only two options: either an object is an IDW, which requires
solely its designation agich by the possessor Stat# it isnot.

@ F2NBI2Ay3I GKS OGSNRATA Oin dthePwbdrd By ndt vefifying G SQa L5
whether or not IDWs are, in fact, nuclear weapons, nuclear warhead$E=Dis the difficult
issue of norproliferation concerns involved in measurements on NEDs would be at least
partially sidestepped. Verification shouldyen two key principles:

{ Establishingclosed2 ¥ ¥ &L 52 B ¢ofsistyigoSlochtibid and sites where
IDWSs argoresent, and verifying that no IDW leaves this area unnotineithe inspecting
entity; and

1 Verifyingthat there are no NEDs in a StAbteation that have not been declared as an
IDW.

This would entaifmeasuring absenceéwhich has as a benefit thatunlessthe inspected State
cheatg there is a smaller risk of transferring proliferatisensitive informationbecausethe

objects measured shouldbt be NEDs. Especially in locations that would not be part of the IDW
balance area, this may mean that more technologies couldsaelfor verification purposes.

This does not foreclose the options of taking some measurementedain, perhaps

randomly selected, IDWs. Measurements could include for example checking for the presence
of nuclear material, and/or the quality or quantity of such material. This may build confidence
the items are worth inspectors tracking, and tos&ithe barso States are discouraged from

12S5ee IPNDV Phase 1 Deliverabletths://www.ipndv.org/reports-analysis/deliverabl@ne-principlesnuclear
disarmameniverificationkey-stepsprocessdismantlingnuclearweaponsil4-step-diagram/.
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cheating However, such measurements cannot confirm an item is a nuclear weapon, and as
such the items remain IDW throughout the process.

Lessons fronDther Regimes

From the beginning of the work carried out undbe IPNDV, an important activity was the
exploration of existing arms control regimes (including those not related to nuclear weapons) in
terms of selecting elementkat can be used in the process of nuclear disarmamienthis

context, WG4 has reviewethe lessons learned from th€onventional Forces Eurof@FEk
Treaty,Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on their Destruct{@WG@, Strategic Arms Reductiofreaty(STAR)T

and BraziliarArgentine Agency for Accounting and ContaBACYTIn terms of the declarations
and information provided in the framework of these agreements. Despite the fact that the
agreements concern various areas in both Wheapons of mass destructiolMD) and the
conventional sphere, a similar approach to the scope of declaratather related information
and procedures for submitting declarations can be found.

Conceptual Background on Declarations

Declarations are essential to arms control/reductegreementsThe most important objective
is to establish a baseline of datuch as numericglocational andtechnical characteristicgs
well asphotographs and site diagrams for accountable items that can be used to monitor
holdings and progress ieductions to agreed limits.

Both the scope of an agreement, its provisions or limitations, and the definitions of certain
terms are likely to be agreed prior to the exchange of declaratibhs.declarations and the
data that they contain flow from and arelated to the provisions or limits agreed in an
agreement.The declarations will incorporate theeaty-accountable items and data about
those items, including numbers, types, and locations that, combined with a regime of
notifications and inspection activities, will allow parties to monit@aty compliance and track
progress in reachingeaty limits.

Initial Declarations

Initial declarationshave previously been providedainly before the entry into force of the
agreement or contained in the text of the agreement itself(eStrategic Arms Reduction
Treaty(STAR)ITreaty).These declarations referredrdctly to the most important data related
to the accountable items and includes information on

1 Reductionliabilities;
1 Currentholdings or possession of tlEcountable item

1 Technicatharacteristics and photographs
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Baseline Declarations

Baselinadeclardions were providedn most casegnmediately after the entry into force of the
agreement.Thesedeclarations referred directly to the most important data necessary to
prepare for and conduct verification activities:

1 Updatedversion ofinitial declarations

1 Locationsof accountabldtems as well athe production, storage, and maintenance
facilitiesassociated with these items

1 Sitediagrams;
1 Locationsf reduction sites.

PeriodicUpdates

To be effective in monitoring compliance or progress townagdeed limits, declarations cannot
be a onetime occurrenceAs time passes, the information in the declarations requires updates
to reflect the new informationFor example, if the status of an accountable item changes
through its movement to a differerfcility or to a different location within the same facilitis
elimination production of a new itemor when a new type of accountable item is addtuk
change in the status of that item should betified in anupdate

Updates to data declarationsemade through an agreed notification system that uses agreed
formats and content or by periodic (annual) information exchange. Passing periodic updates
enables more effective monitoringnd easier tracking of changes.

Ad Hoc Declarations

Information thatmay affect the verification of the correctness of delivered declarations and
characterized by high dynamics of changeansmitted using appropriate ad hoc declaration
systems in a short interval from the change taking place.

Different types ofdeclarations covering data updateclate mostly to movement, conversion
or elimination of agreemenaccountable items.

Verification ofBaseline Declarations

Althoughparties are responsible for ensuring the accuracy and completeness of the
declarations/data that they provide, confidence comes from the ability to confirm that the
exchanged datare correct.

Baseline inspections @, START, CFE) represent the most use&thod to determine

accuracy and completeness of the data in the initial exchange. The initial period, after the entry
into force of the agreemenis characterized by a large number of inspections as compared to a
further period ofénormak functioningof the agreement. Confirmation of the accuracy of the
information obtained during inspections conducted in the initial phase plays an important role
in building mutual trust between the parties to the agreement.
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However because of inspection cost and insiveness concerns, it is not possible to verify 100
percentof the information provided in a short period and insteadelection of a reasonable
sample is used to confirm the declared data. phaeies simply agreed on the number of

allowed inspectionsdr any one type of inspection based on what they believed would allow for
effective monitoring activities, verificatigand a deterrent to cheating; something that will also
have to be taken into account in any future nuclear disarmament/dismantlerireaty.

Another important aspect in the initial phase is an exhibition. Exhibitions of accountable items
and facilities and a chance to view their distinguishing characteristics pdaves to conduct

more efficient inspections and accurately confirm theniis of inspection as different, but

similar, types of weapons and delivery systems.

Exhibitions could includgeaty-accountable items existing at the time of entry into force of a
treaty/agreement and new types of accountable items and new facilitieedotredafterward.

Options forDeclaration Elements

Types ofDeclarations

In general, verification mechanisms entail different types of declarations to be made by the
inspected party. Although more detailed analysis of existing mechanisms is necesdsais/, at t
point we can roughly distinguish four types of declarations/notifications:

Initial declarations An initial declaration mainly contasgithe data needed in the negotiation
process to determine the necessary parameters of the agreement.

Baseline declarationsA baseline declaration byStateto the verification entity sets out plans
and data necessary to prepare for and conduct verificatiotivities.

Periodic Time-driven declarationsAt least annualla Stateprovides an update of its
declarations to the verification entity. Such periodic declarations facilitate the allocation of
resources and planning of inspections by the verificadntity.

Ad hoc declarationsincidentdriven declarationsReflecting the changes that have occurred in
the relevant data.

Note that ensuing inspections may differ in nature, frequerayd intensity. Discussions of the
CFE and CWC TreatissWG4also reflected the importance of challenge inspections, which
would be aimed at undeclared locations.

+ S NRA F AL@yerii A 2GftRgorizingnformation in Declarations

Lumpingtogetherall possible types of information would be rather unworkable for gl
purposes. Not all information provided by the inspected party is to be verified with the same
level of scrutiny. This would mean that for some types of information, the level of assurance
that is required is highenecessitatingnore rigorous veritation and a different inspection
regime, than for others.
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C2NJ Iyt @dAOrf YR RA&OdzaA&AZ2Y LJzN1}2aSaz S OF

! cateé & @idail&yef of verificatioformed by the most sensitive information and
involving the higest level of scrutiny. The verification of this information provides a
high level of assurance, for example by being subject to a system that keeps track of
numbers of declared items within declared locations.

1 Complementaryinformationformsa second layearound this core, increasing the level
of assurance of nodiversion. This kind of information does not have to be
mechanically or systematically verifigdr example the IAEA Additional Protocol and its
complementary access provisions.

1 The outer layeris formed by all other types of information, for example ogsurce
information that may be considered relevant, because it helps to establish a better
LIAOGdzNE 2F | {GFdSQa OFLI OAGASaAa 2N LRt AOAS

Note thatnot all information will, or shouldhe treated equally in terms of corresponding
verification effort. For instance, some of this information may be required only in the case of
suspected norcompliance. This links to the principles of efficieangd non-interference but

also effectiveness the notion that verification consists of cumulative efforts that may yield
varying levels of assurance on their own.

Therefore, WG4 suggests categorizing the information to be included in nuclear weapons
declarations, adlustrated in Figure 2.

Figure H2. Recommended Categories of Nuclear Weap@reclarations

Category of : Possible
Information 22l o example

Number of declared nuclea
Accounting system weapons; location of
declared nuclear weapons

Information on locations
Complementary Complementary access and roles of relevant
facilities

Confidencebuilding on Role of nuclear weapons i
State level military doctrines

The outer layer
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Information to Be Includedn Nuclear Weapons Declarations

Based on lessons learned from other regimes as well as WG4 discussions andTaperid]
sets out aninventory of information that may be included in a nuclear weapons declaration. It
also distinguishes between the different categories this infornmatitay belong to, as well as
the different declarations (initial, periodic, updates).

The elements listed thereafter are indicative. Their possible inclusion in a declaration will
largely depend on the type of agreement (limitation, reduction, elimination).

Table I#1. Possible Inventory Information to Include in a Nuclear Weap@eclaration

Locations/designation/diagrams of CORE Baseline, periodic, updates
nuclear facilities

1 Production/refurbishment

1 Storage

1 Military bases (air, naval,
ground, mobile)

Sites of interest? COMPLEMENTAF Baseline, updates
Nuclear sites within facilities CORE Initial, baseline, updates
1 Storage

1 Process facility
1 Hangers/docks
1 Reactor facilities

Non-nuclear sites withinfacilities COMPLEMENTAF Baseline, updates

1 Workshops

1 Administration

1 Non-nuclear storage

1 Former nuclear facilities

Nuclear weapons numbers on CORE Initial, baseline, periodic,

territory, in jurisdiction, and under updates

control

Number of IDW CORE Initial, baseline, periodic,
updates

BVoluntary presentation of information on siteghere infrastructure may allow for nuclear weapons storage
(e.g., former military sites, auxiliary military bases/storage sites).
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1 Totalaggregate/per location

1 Deployed/nondeployed,;
active/inactive stockpile

1 Types (se&/G4 Deliverable
Part1V)

1 Reserve/maintenance

1 In storage prior to
dismantlement

1 Dismantled

Movement of IDW CORE Periodic, updates

IDW reduction liability OUTER LAYER Updates
Upkeep/modernization/refurbishment OUTER LAYER  Periodic, updates
programs

Unique identifying characteristics CORE/ Baseline, periodic, updates
(subject to limits set by need to COMPLEMENTAF

protect proliferation-sensitive and

other classifiednformation)

1 Type (fission/fusion)

1 Serial numbers

1 Names, model designations
1 Size, shapes

Delivery systems CORE Initial, baseline, periodic,
updates

Reduction/dismantlement sites CORE Baselinepypdates

Reduction/dismantlement procedures CORE Periodic, updates

Past production of weapons and OUTER LAYER Baseline

materials

Nuclear anthropology (se®VG4 OUTER LAYER Baseline, periodic

Deliverable PartV)

Nuclearrelated R&D facilities COMPLEMENTAEF Baseline, periodic, updates

Nuclearrelated R&D activities COMPLEMENTAF Baseline, periodic, updates

(ongoing, planned, ceased)

Equipment (possibly) related to COMPLEMENTAEF Baseline, periodic, updates

production of nuclear weapons;
import/export thereof
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Sites/materials covered by other OUTER LAYER Baseline, updates
verification arrangements (IAEA
safeguards, CTBT, FMCT,.ptc

National policy on nuclear OUTER LAYER Periodic, updates
disarmament
Nuclear doctrine OUTERAYER Periodic, updates

Challenges an®ossible Solutionfor Verificationduring aninspection

When consideringlevelopinga verification regime, additional issues shoulddoasideredo

assure a regime that takes into account the differing needspardpectives of eactreaty

partner. These concerns include complex specific issues such as safety and security
requirements based upon the unique requirements of each site and the broader influence of
GKS O2dzy iNB Q& VY I GA 2y iveapoysRecifichssugsagdlcdnce@slzasii dzNJ f
well as key lessons from other regimes that have similar applications or contexpapleis

explores several such topics, articulating specific considerations deemed pertinent to a future
arms controlverification regime.

A comprehensive understanding of the unique operational cultures and the corresponding
perspectives on safety and security, allowable or unallowable work pracéindsehavioral

FYR LISNF2NXYIFyOS SELISOGEFGAZzY 2F | O2dzy i NE Q& Yy dz
different States will be important tdevelopinga successful verification regime. This is

discussed further iWW&4 Deliverable Parv, Paper 4Nuclear Cultural Anthropology

Different sites may host differing safety and security environmeefzending orthe function

of each site and the overall culture of that facility. Additionally, national or regional culture may

also influence decisions reghng where facilities are established, who works in those facilities,

FYR RSOA&A2Y A& NBIFINRAYyI GKS 20SNIrtt RSaAdy |y
Finally, lessons from previous succestfeity regimes may helgefine how a future,

multinational arms control verification regime could beuctured, and provide process

elements that could be leveraged and adapté&tispaperis based in part on key lessons taken

from the CFHTreaty andconsidersapplyingthose lessons to the developmeaf a future arms

control verification regime. The CFE Treaty is discussed in further daté@4rDeliverable

PartV.

Deployeditems Not Present

One or moreaoad mobile missiles and submarine missiles may be routinely deployed outside
their basesat any given timeand therefore not be available for inspection. Confidence building
must then take place over timeecausenew inspections will verify different suéts of the

total number of IDWsReliable unique identifiers on each IDW would make it possible to trace
them all over timehowever, this may not be practicable for all weapon typEsirther
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confidence may be created, for example, by also making it pessibdentify each of the
missiles, as well as atmansportererector-launches (TELE* or submarines. If there are no
unknown delivery vehicles, then unknown, unaccounted for weampamsot be deployed

Limited Inspection Time

Verifying that an IDW indel satisfies the declared criteria farspecifimuclear weapon will

most likely require several hours of work for inspectors. Obviously, verifying the actual
presence of a large number of nuclear weapons may take days or weeks to carry out, that is,
muchlonger than the fairly short inspection visits permitted under other relevagdties. Just
visiting all relevant buildings and facilities at a base may exceed the time limit.

It is not possible to see, let alone measure, everything everywhere duringspaction visit.
However much may be achieved by collecting information over time through repeated visits.
Over time inspections would naturally move from questioning everything to looking for
anomalies. Furthermore, one may choose to randomly selémtvanumber of missiles for
verification and build confidence based on statistical analydisany case, nuclear
disarmamentreaties may have to allocate more time to verification inspections tiasbeen
customary under othetreaties. It is not preferable to spend several years perioga

baseline verification; if necessary, other inspectiorisr example to monitor the

dismantlement of weapons mayneedto be carried out simultaneously.

Monitoring Delivery Vehicles

Monitoring IDWs over many years is not straightforwéetausdan general different weapons

may be deployed, and therefore missing from the base, at differertsviBhne necessary checks
and balances may be easier to achieve by also keeping track of the delivery vehicles and which
IDW(s) are at any given time associated with each delivery veBetauseleployed weapons

may not be inspected and their existencesthfore not verified, adding information about

delivery vehicles is a confidenbeilding measurehat to begin with mayappear to havdittle

added value, buthat over time should provide the inspectors with a better overview and

thereby make it increasgly harder for thenspectedStateto cheat.

Safety andSecurity

Both safety and security issues may seriously complicate the work aigpection team.

Health and safety regulations are generally stregardingradiation and explosive hazards, and
they are not negotiable. This may limpitysicalaccesstools, and methods available to the
inspectors. Ideally, some inspectors should have the necessary training and certification to work
undersuchhazardous conditions.

Proliferation security is another obviously naegotiable obstacle, but also various national
security issues may complicate the verification process. For example, some areas or some

1 TEk are road mobileehicles from which missiles may be launched.
15 See WG4 Deliverable Pét, Paper 1Evaluating Cordience in Compliancir further details on the statistical
approach.
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equipment may be considered too sensitive to be seen byiriepecting €éamunder a
confidentiality agreementFurthermore, just the process of getting access to sensitive sites and
sensitive facilities may be very complicated and tiooasuming as demonstrated, for instance,
by the IPNDV NuDiVe exerci8&ome security issuesay be addressed in theeaty and the
relevant protocol(s) governing the work of the inspectors. For examsplectnon-proliferative
information not available to the public might still be shared with thgpection team.

Both safety and security issuggnerally lead to more elaborate processes, which in turn will

reduce the amount of time available for the actual inspection wtirls important that the

inspectors receive as much information as possible about any restrictiongre#nly process

forSEF YL S a LINIG 2F Iy | ROFEYOS aFFYAEALFNART I GA
inspected will take place.

Rules andRestrictionsfor Inspectionsunder New START

Provisions and restrictions under the CFE Treaty are discussed in dei&# iDeliverable
PartV.lItis also relevant to study thiaspectionrules under New START, which is a bilateral
treaty between the Russian Federation and the United States limiting the number of strategic
nuclear weapons in the two States.

New START permitd ¢ & LIS hy S¢ Ay a Lisfe@anfingnyabballlsi8 ISBMY S | NJ | {
submarinelaunched ballistic missikSLBMair bases to confirm accuracy of the declared data

on deployed and nowleployed items and to confirm that converted items have not been re

coy SNISRd ¢KS ¢NBFG& FdzNIKSNI LISNXYAGa SAIKG ac¢
formerly declared facilities to confirm declared data on reployed items and conversions

and eliminations.

The general rules for carrying caifType Onénspectionare as follows:

{ Party declares intent to conduct inspectignA G K G f S &G on K2dzNEQ

1 Inspection teanenters through areast or west Point of Entry of other country

1 Inspection team declares type of inspection and inspection siteinvithur hours of
arrival at Point of Entny pre-inspection restrictionst the designated inspection site
start one hour later

1 Host informsnspection team of currently deployed fraction of weapons at site within
two hours. If less than 50ercentof deployed ICBMs based at a base are present, less
than 30percentof deployed SLBMs contained in SLBM launchers are present, OR less
than 70percentof the deployed heavy bombers based at the air base are present, the
inspection team has the option to (1) conti@ with the inspection, (2) designate
another inspection site, or (3) decline to inspect and le@ate: if theinspecting party
chooses to decline the inspection, then the inspection will not count in the total of
annual inspections)

16 Seehttps://www.ipndv.org/news/ipndvexpertsgather-in-julich-germanyfor-nucleardisarmameniverification
nudive-exercisel
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Inspection team trasported to inspection site within 2dours of arrival at Point of
Entry.

Host provides préorief updating site deployment information and site diagrams
Inspection team designates precise items to be inspeutitdin one hour of arrival
Host transportsnspection team to the items for inspection within three@ hours
depending on item

Inspection ime limits range from 12 to 3Bours depending on the activities to be
completed

In addition, for Type One inspections, tfelowing rules apply:

T

l

At ICBM bases, thaspection team can inspect one loaded launcher to confirm number
of warheads, one empty launcher or fixed structure to confirm it is empty, and the
maintenance facility

At submarine bases, thaspection team camspect one loaded launcher to confirm
number of warheads, one empty launcher to confirm it is empty, converted launchers,
and the inspection site within boundaries

At air bases, thenspection team can inspect three designated deployed heavy bombers
to confirmthe number ofnuclear armamentoadedon them, heavy bombers equipped
for non-nuclear armaments, and structures declared not to contain a heavy bamber
Inspection team can read the UIDs on all designated items

For Type Two inspections, these subpply:

T

At loading, storage, repair, and training facilities and test rangesngpection team
can inspect nordeployed ICBMs and SLBMs, first stages, and launchers to confirm
number and type

At formerly declared facilitieshe inspection teantonfirms disusefor purposes
inconsistent with the Treaty

At ICBM and SLBM bas#® inspection teantonfirmsdeclared eliminationsvere
performed

At conversion or elimination facilities for ICBMs, SLBMs, and mobile launtieers,
inspection teanconfirmsdeclared eliminations were performed

At conversion or elimination facilities for heavy bombéhg inspection teantonfirms
declared conversionsere performed

At storage facilities for heavy bombetke inspection teaneonfirms number and type
and number of nuclear armaments located on heavy bombers

Confirmation of nomuclear status of objects is carried outligingradiation detection
equipment:

T

Measurementsare madein coordination withthe host atthe request ofthe inspecting

- -

party using theinspecting partPa NI RAF GA 2y RSGSOGA2Yy Sl dzA LIY!
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The Treaty includes observation periods for use of National Technical Means (NTM) to confirm
some caversions and eliminatiorsnd prohibits parties from interfering with the use of NTM

There is an opportunity for a sequential inspection either immediadétlyr the conclusion of
an inspectioror at Point of Entry.

New START includes detailamlinting rules for the number of launchers, heavy bombans
warheads. Regarding warheads, Artidlespecifies thatfor ICBMs and SLBMs, the number of
warheads shall be the number of reentry vehicles emplaced on deployed ICBMs and on
deployed SLBMand that one nuclear warhead shall be counted for each deployed heavy
bomber.£

One may note that under New START, the parties keep track of the missiles and heavy bombers
and verify the number of IDWs on each of them by rantjoselectinga few delivery velules.
Nuclear disarmament verification will require keeping track of each individual IDW.

Confirmation of Absence

Nuclear disarmament inspectovsll likelyneed to verify the absence of nuclear weapons in
several situations, such as when inspecting amitieat is not declared to be an IDW, or when
inspecting buildings, areaand entire sites declaredot to contain IDWs or nuclear material.

The challenge has two aspects. First, measuring a quantity of zero is practically and
philosophically impossible ub the measurements may establish an upper limit for the amount
of nuclear material present. Second, the number of items and the areas of interest may be far
too large to permit proper measurements of them all.

Verifyingthe absence of nuclear weapons atdeclared locations, that is, outside all sites
covered by the formal declaration of th®st party, in the State as a whole, is discussed/ (&}
Deliverable Partil.

Any itemthat is not an IDW anthat does not contain proliferatioisensitive materials may in
principle be inspected in detail with radiation detection equipment and other relevant tools. It
is therefore fairly straightforward to verify that such an item is indeetla nuclear weapon.
Howe\er, there may be many such objects and not sufficient time available to examine them
all. As discussed earlier, it may then be necessary to randomly select a few objects for further
study and collect information over several inspections. Statistical aratyey assist in deciding
how many items should be investigatédrther elaborated inW&4 Deliverable Pai). Note

that several items in a closed space may be inspected collectively by determining the absence
of certain radiation from the room as suatstead of from each item separately.

When it comes to verifying that no nuclear weapons exist within large areas of a base, or at
locations outside of declared bases, the inspectors are left with a similar approach. That is,
selecting items or buildings taspect at selected areas. The selection process may be random

2NJ 3dZA RSR o6& G(GKS Ayalisdoudtdd Q |1y26f SRIST adza LI

The general rule would be to intelligently select objects for inspection, while holding
GSOSNEOUKAY 3T Fianedsta { ¢ Ay it FENBFa 2F A
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Conclusiomnd Recommendations

Thispaper presents and discusseifferent types of declarations and some of the challenges
involved in verifying nuclear disarmament declarations. Some key points:

1 There is much to be learned from existing verification reginmesuding nonnuclear
related arms control treatiesSpecitc techniques and procedures from these regimes
will in general have to be modifiedincluding from previous nuclear treaties.de
STARTHecause thdreaty-accountable item is now the weapon itself, not just the
delivery vehicle.

1 Verifying andnonitoringdelivery vehicles still remain very important teébr keeping
track of the weapons as they are moved around over time.

1 Any regime for verification of disarmament of nuclear weapons will likely have to
depend on statistical methad Even though some work has been done in this area (see
W& Deliverable Patity), this topic needs further exploration.

1 Nuclear disarmament verification inspectors must be well prepared for their important
work. To assist in their preparations, it is reamended to carry out early familiarization
visits to the sites that will later be inspectéethis should include understanding the
physical layout of the sites as well as the activities undertaken and safety and security
requirements.Some existing regimdsve also demonstrated the benefits of special
exhibitions of weapons, tools, etc.

1 Confirmation of the absence of nuclear weapons becomes more important as a State is
approaching zero nuclear weaporse€WG4 Deliverable Partlll and Parv).

Further, deailed elaboration related to some of these key poiate found inWG4 Deliverable
PartlV, which contains four papers:

1 Paper 1Categorization of Nuclear Weapons

1 Paper 2Evaluating Confidence in Compliance: Methods to Evaluate Random Selection
Approachs and ConfidenceBuilding Statistics

1 Paper 3How to Resolve Inspection Ambiguities

1 Paper 4Nuclear Cultural Anthropology: An Exploration of the Influence of Cultural
Norms and Changing Cultural Behaviors on Nuclear Cultures

W& notes theusefulness of scenarlbased studies of nuclear disarmament verification and
recommends this approach, when possible, for future work in the field.
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Abstract

Thispapercontainsan exploration of the concept of verifying the absence of nuclear weapons
at undeclared locations in th&ate as a whole. This requires tivespecting entityto (1)

determine that there are no undeclared nucleseaponrelated facilities and2) reach a
conclusion regarding the absence of nuclear weapons at any other sites. Questions regarding
the significance of diversions becomes pertinent lae-wide setting, especially as arsenal
sizes decrease over timéhis paper explores some major challengesarms of verifyingRate-
wide absence of nuclear weapons. These are first related to the size of the inspected area
versus that of the subject of inspection, which implies a reradless range of possible

locations are subject to verification. This, inriucreates very real complications in terms of
potential inspection burdens, effectiveness, and the interests of the inspegégd, which

could be addressed by innovative ways of looking at inspection regimes. Second, the vast range
of potential sites ofnterest means thaBate-wide verification will involve plenty of sie

specific inspection challenges that warrant further research and analysis. Notwithstanding
these complicationghis paper concludes thaBtate-wide verification of the absence of near
weapons at undeclared locations in the context of nuclear disarmament is conceptually and
hypothetically possible and sets out recommendations for further work.
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Introduction

Thispaperfocuses on the verification of the absence of nuclear weapons at undeclared
locations ina possessoBate as a whole. It provides an overview of the relevant discussions on
this issue in Working Group 4 (WG4), focusing on useful generally applicabl@tsozce the

main challenges involvedlthoughthere was only enough time to scratch the surface of this
complicated matter, this paper does attenptvhere possible to set out the general direction

in which solutions could be sought. The paper concludesuliining some general reflections

on this issue and sets out guidance and suggestions for further work, either inside or outside
the context of the IPNDV.

In the scenario considered Sate has declared all of the nuclear weapons in its stockpile and
agreed to keep its total stockpile below an agreed numbérhis declaration could be the first
action by thatSate in a process leading to significant reductions and disarmamentSatesin
guestion is envisaged to have some weapons deployed at sea a@hswymarines, in fixed
ground launched silos, on road mobile launchers as well as in storage for deployment-by land
based aircraft. Further systems may be located on central storage and/or production,
refurbishment, and dismantlement sites.

It was assumethat whenmore than onenuclearweaponpossessoBate is involved in the
disarmament process, that a number&étest both possessor and nepossessoBatest are
involved in the inspection process, and that any successful verification mechaoisich have

to be a cooperative arrangementhe concept of reciprocity between participatipgssessor
Satesplays an important rolehecausehese Stateswill have to make decisions between
transparencyallowed within their own States and their confidenin otherpossesso6tate
compliance. Finding effective and efficient solutions will also be essential given the significant
efforts and costs that may reasonably be expected to be involved inSatgwide verification
efforts.

Lessons fronDther Verification Regimes

The issue of verifying the absence of nuclear weapons at undeclared locatior3ate-aide

scale has not been explored before. In discussing this i¥$@4,considered the applicability of
various other verificatin regimes such as tHaternational Atomic Energy Agen@iAEA, the
Organization for the Prohibition of Chemical Weap@@BCW, the Conventional Forces Europe
(CFEand theStrategic Arms Reductiofreaty(STAR)IMreaties. Discussions of existing regsne
have helped to clarify some useful concepts related to scope, inspection paraneaidrs
flexibility in verification efforts for different types of information. An example is the CFE, where
a number of individual concepts were found to form a usefultstgrpoint for analysi$®

However, noe of these regimes would be directly suitable for application to the verification of

17See WGDeliverablePart I, Disarmament Scenario Used by Working Group 4
18 For more information, see WG4 Deliverable Part V.
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nuclear weapons; the mechanisms for the detection of undeclared locations and items, in
particular, are notransferable.

{ 02 LIState?FA KIS¢ +SNATFTAOI GA2Y

The IAEA, in its safeguards conclusions, makes a distinction between its ability to conclude that
alofadi 1SQa4 RSOfFNBR ydzOf SFNJ YFGSNRAFE NBYFAYya A
there are o undeclared materials or activities irSate (completeness). This terminology,
althoughlogical in IAEAontext due to the particular development of its safeguards system, has

proven less useful during discussions in WG4, which has instead made etidistoetween

the verification of declarations pertaining to nuclear bases and the verificati®atd-wide

nuclear weaposdeclarations.

Existing disarmament regimes provided some guidance as to what should be considered as

Qate-6 A RS ¢ Ay aPhich acope. The diBigatibns of tBenvention on the

Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on

their DestructionCWQs T2 NJ SEIl YLX S5 | LIJX & (2 al yasheld I OS «
conceptofiQate-6 A RS¢ OSNAFAOIF A2y (%khfoohphiizEiy y 2 0
but as an international legal actor. That means that WG4 included in its deliberations not just

the territory of aSate (minus the parts that are not under its contiad jurisdiction) but also

any dependent territories, areas under its de facto control, surface ships, submarines, or

overseas military bases.

At the same time, WG4 considered potential complications for scenarios in which the area to be
verified is a defied geographical area that does not comprise an eria¢e, but only a

delineated part thereof. This may be necessary in disarmament agreements that only focus on a
certain area.

InspectionParameters

Several other verification regimes contain provisitmgéspect undeclared locations in a State.
Althoughit is unlikely that any of these will be directly applicable to the problem at hand, it is
worth noting certain concepts and ideas within them.

The IAEA may make use of special inspections, based on its model comprehensive safeguards
agreement (CSA), to inspect any location #iadet including undeclared on€’$.The

procedure concerning such inspection involves consultations and agreements eifath

involved?® According to the related articles of the CSA, in urgent cases, the Board of Governors

can get involved. In practice, requests by the IAEA for special inspections have normally led to
involvement of the Board of Governors and resicalaing the situation. The Board concluded

AY wMppH OGKFG AaLISOAL T Ay aLdS Ol xthe/last foinfaledgie® 2 O O dzN.
to undertake such an inspection was in 1993.

¥ nternational Atomic Energy Agency, The Structamd Content of Agreements between the Agency and States
Required in Connection with the Treaty on the Neoliferation of Nuclear Weapons (INFCIRC/153), paragraph 73.
20 SeeWG4 Deliverable Part IV, Paper 3. How to Resolve Inspection Ambiguities.
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Under the CW(3ates parties can request challenge inspections of undedléeations in

other Sates?! This means that the initiative for the inspection in question lies with other

Sates, not with the verifying body itself. The idea was that this would be a more cooperative
way to deal with inspection of undeclared locatiohscause3ates are expected to try to

resolve any ambiguities through extensive consultations prior to requesting a challenge
inspection. Moreover, the CWC contains several clauses that are designed to prevent abuse of
the challenge inspection procedurey, fior example asking for inspections for the purpose of
hampering the normal operations of locations of facilities. However, challenge inspections have
never been used since the CWC came into force, suggesting that the political cost of requesting
them is too high to make them an effective verification tool.

In general terms, it emerged from discussions in WG4 that elements of the CFE system of
guotas for inspections at undeclared locations may be the most useful mechanism in this
context. Under the CFEeiaty, Sates parties have an annual quota of challenge inspections of
undeclared siteg? These are inspections of any territorial area, not to exceeddifare

kilometers no access or entry onto any declared site is allowée: inspected State has the

right of refusal, and the number of challenge inspections is limited to a percentage of the quota
of inspections for declared sites in the State.

FlexibleVerification Efbrts

As discussed iRart I| WG4 recognized that not all information will, or should, be treated
equally in terms of corresponding verification effétThis links to the principles cbst
efficiencyandnon-interference but also effectivenesghe notionthat verification consists of
cumulative efforts that may yield varying levels of assurance on their?bwn.

Thus, not all information provided by the inspected party is normally verified with the same
level of scrutiny. Certain types of information requardaigher level of assurance, entailing more
rigorous verification and a stricter inspection regime than others, which may not have to be
mechanically or systematically verifiegld, former nuclear weapamstorage sites)ivhereas

yet other types may nabe verified at all and simply serve as background or additional
information (for example, historical nuclear weapon numbers or fissile material production
numbers).

Verification Objectives

TheSate-wide verification of the absence of nuclear weapons aleciared locations requires
the inspecting entityto (1) determine that there are no undeclared nucleeeaponrelated

21 See W@ Deliverable Part IV, Paper 3. How to Resolve Inspection Ambiguities.
22 gee, for exampléluclear Threat Initiativad / C9 2 @@8NIBiRcS EmeesalsdVG4 DeliverablePart V.
22 SeeWG4 DeliverablePart 1.

24 SeeWG4 DeliverablePart |; see also IPNDV Working Group 1 Deliverable 1.
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facilities and2) reach a conclusion regarding the absence of nuclear weapons at any other
sites.

The verification objective is eter and detect violations of the underlying nuclear
disarmament agreement through diversion of treatgcountable items at undeclared locations
before these violations can become significant. The idea is that the regime in question cannot
only detect suh violations butalso deter cheatinpecause it can deteatiolations The regime

also deters cheating by making the pathways for cheating costly. The regime must be robust
enough in terms of access and numbers of inspections to meet these goals, whiamplyila
trade-off between effectivenessersusintrusiveness and cost of inspections. The concept of
confidence over time will likely play an important role by providing increased assurance that a
party to the agreement abides by its obligations.

The qustion of the strategic significance of diversions @ate-wide setting becomes more
pertinent as arsenal sizes decrease over time and small numbers become more significant.
IPNDWVorking Group Deliverable 1 (2017) relates the principle of effectivefieation to the
concepts ofitimelines€ and dsignificant quantitieé as introduced by the IAEA. Whether or not
Sates will have confidence in a verification mechanism depends, among others, on the
guestion &What are the potentialmplications of norcompliance with the relevant agreement,
and what are the possibilities for adequate individual or collective resp&ses

These questions become very relevant o8ate-wide scale because it is highly unlikely that
anySate could be provided with absolute certainty that anotiate has not hidden a single
weapon or a small cache of weapons somewhere at a secret location. Rather than discuss which
numbers constitug a significant diversion (which should be left to future negotiators), it is
important to determine when a diversion would allow for a significant strategic advantage.

Whether or not a diversion of one or two weapons is strategically significant depends o

context, such as the location of the weapon located, and how far it is from being operational
and deliverable. This would suggest tisdte-wide verification of the absence of nuclear

weapons at undeclared locations would imply a scenario in which twdasts some parallel

form of control of delivery systems and other nucleallitary infrastructure. Th&ate-wide
verification of the absence of nuclear weapons at undeclared locations also requires some form
of monitoring for, or prevention of, the und¢ared reconstruction of weapons. This may be a
cut-off for the production of nuclear weapons and their components, or séon@ of control

thereof. This may also impgontrol on the means of deliverput this will not be considered

further here.

Based o these considerations, WG4 observed that sufficient assurance of absence-of non
declared items on &ate-wide level would be attained only in combination with other
verification arrangements. However, more work on.the concept of strategic significattas in
particular context is necessary.
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Challenges

Scope olVerification

In comparison to the size of3ate, or even to the treatyaccountable items of the CFE, nuclear
weapons are relatively small. This means that the range of locationkicha weaponcould

bet in theoryt stored would be near limitless. In practice, of course, regard for
safety/security/environmental norms will put significant limits on the number of potential
locations. Under normal circumstances, only a limited amount of locatomsonnected to a
State@ nuclear weaponrinfrastructure. That could change if potential (strategically significant)
gains of defecting from a disarmament agreement are high enough. This will also depend on
the sort of government involved, and its regard &movementioned norms? If the stakes are
high enough, however, &ate could theoretically apply all necessary resources to turn nearly
any location into, for example, a hidden weapon storage.

That means that, in order to deter diversion from the underlying disarmament agreement, all
locations in é8ate would, in theory have to be placed at risk of inspection in one way or
another?® Such a scope is not unprecedented: as was pointed dug$®ns from Other
VerificationRegimesabove, neither the IAEA, C\W©@r the CFE exclude any type of location
from any and all possibility of being inspected. The goal behind this approach is not to inspect
all these locationghat would be inefficient, ovdy intrusive, unacceptable tmspectedSates,

and most likely highly counterproductive. Instead, the aim would be to provide for the option
to inspect any location in &ate, should that need arise, to avoid creating locations outside the
legal purviewof the verifying entity.

CKS LRAYGET GKSNBF2NBs Aa y2a G2 ONBFGS F aead
ensure that no location on the territory or under jurisdiction/control ofate is formally

exempted from controlThe problem with this gproach is that it could allow for deliberately

disruptive inspections at places such as government offices, military facilities or even schools

and hospitalsYet even such locations cannot be formally excluded from some form of

controlt even if only to cofirm that they are indeed government offices or hospitals as

declared. Another challenge is posed by the potential issue of access to privately owned

locations.

There are possible ways &mldressghese complications. Under existing regimes, procedural

and legal safeguards were designed to prot&etes from inspections that are frivolous or
intended to be exceedingly disruptive. The CWC, for example, requires some form of
information or evidencéo be shared before a challenge inspection can be held, requiring the
Sate requesting the inspection to prove that this inspection is indeed necessary. Quota
systems may also be effective: i8ate only has a limited number of inspections available, it
might think twice before using them in a manner that will not provide any assurances regarding

25This was, for example, an underlying assumption under the work that was carried out by UNSCOM in Iraq in the
1990s.
26 See WG4 Deliverable Part IV, Paper 2. Evaluating Confige@oenipliance, as well as WG4 Deliverable V.
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non-diversion. Another option is to offer thespectedSate to block an inspection in a limited
amount of casedpr example force majeure?’

The consequencefo | LILJS @Ay 3d (GKS GSOSNRBGKAY3I G Nwxalé O
be defined for a virtually limitless range of locations. Naturally, this does not imply that every

location in aSate will be inspected regulartyor even at all. The applicablederlying concept

is that the mereriskof inspection deters &ate from diverting weapons to undeclared

locations, thereby providing assurance to all parties involved. To avoid unrealistic inspection

burdens, one option is to distinguish between lesd amoredikelye locations for diverting

weapons toward (nomuclear military bases, former storage sites, explosive storage sites, etc.).
Parameters that could apply are:

1 Presencef security infrastructure;
1 Locatiorfremoteness;

1 Proximityto military basesproximity to deployment locations with means of delivery
(such as silo launchers for ICBMS.)

Logisticalnfrastructure;

Suitablestorage (e.g. hardened shelters for blast containment);
Avalilabilityof security personnel;

Accessibility

Healthand safety expertise and capacities on site;
Emergencyesponse procedures;

Indicationsof nuclear accident preparedness;

= =2 =A =4 A4 -4 -5 -

Powerconsumption;and
1 Presencef suitable canisters for transport and storage of weapons or delivery systems.

Building on the categtation and corresponding inspection burdendV&4 2liverablell,

different quotas/inspection burdens could apply to different categories of locations. A quota

system of inspections at undeclared locations, based on the CFE verification mechanism, seems
towork bestasitdeJ2 f AGAOAT S& GKS LINROS&aa oAy O2YLI} NRA&?
AYyalLlsSoiAizya |yR (KS /Athowkino i bricate§oyydiSocationisi LIS Od A 2
should have an inspection quota of 0 or 1, inspections quogso depending on the size and

27 Under bilateral verification regimes, moreover, additional protection against disruptive inspections will be
afforded by the concept of reciprocityteies would have an incentive not to pursue unduly disrugtinspections
in another3ate because the latter can always retaliate in kind.
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infrastructure of a3atet cannot be so high that they go largely unfilled or they constitute
severe potential disruption of thmspectedsi | (iaStiGities.

During discussions in WG4, it has become clear3ade-wide verifcation of the absence of
nuclear weapons at undeclared locations will not be practicable or feasible without significant
help from unilateral means of monitoring. National technical measures will be necessary to
supplant information yielded by declaratioasd inspections. Satellite imagery, open source
analysisand big data analysis could help direct inspection activities. Environmental sampling
and radicisotope detection seem, at first sight, less promidaegausesven if there are
nuclearweapons on the site, unless there has been processing activities there may bmlittle
no environmental signatures to detettCertain sites may also not allow such sampling to
protect unrelated or historic activities, or have radioactive signattines confuse or mask
detection capabilities. However, it is still worthwhile pursuing further study on these and other
means of broaespectrum datagathering, as coupled with information barriers these may still
hold noncompliant activities at risk.

The IAEAIha FdzNIKSNJ 6dzAt G 2y AGa SEAaHateyedl & FS3dzl N
concepk which looks at theSate as a whole. This includes assessments aiadled

G Ol dzA & Kiwhich yielpliile ¥ARAXdirect its verification/inspection effd&®rocedures

akin to thedacquisition path analysicould not only help assess the data gathered by the

inspecting entitythey could also provide useful insights and pointers regarding which

undeclared location warrastcloser attention3® The IAEA uses a wicrray of publicly available
information to get a clearer picture of@ate as a whole, which may in turn help with the

efficient implementation of safeguards in th&ate.3! Althoughthe Sate-level concept has no

direct application to nuclear disarmameverification, some of the underlying analytical

models have been relevant to the discussions of WG4.

Site-Specific Challenges

Once a site has been selected for inspection for undeclared weapons, the challenge of verifying
the absence of nuclear weapons at that particular site could begin. In general, this involves

28 Radioisotope detection and environmental sgling could be useful for determining that a site is not an
undeclared facilityHowever, they could show presence of a militagyivity that is not constrained by a treaty
regime States cannot be sure of preventing crasmtamination from stored itemor even peaceful nuclear
activities) given the detection threshold of these techniques is so low, down to the individuallpdeie!

Therefore, its use in determining that a suspect site is an undeclared facility containing nuclear weapons could be
problematic.Radisisotope detection and environmental samplingegfiormerly declared facility may only nfirm

that nuclear veapons were located at the site without providing information on whether or not they are still at the
site.

2C2NJ Y2NB Ay T2NXYI A 29ppl2nyentarykD®cument! tathe Rép&it tie IC@nEeRtualization

and Development of Safeguarttaplementation at the State Le®lé R 2 G@WVRY3/B8

30 See WG4 Deliverable Part IV, Paper 2. Evaluating Confidence in Compliance.

31 See WG4 Deliverable Part IV, Paper 4. Nuclear Cultural Anthropology, for more information that may be
pertinent in this context.
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guestions of procedure and technology, starting with negotiatiogeas with theQate in
guestion.

Credible procedures and arrangements would have to be in place for a large range of different
types of locations and terrains (determination of size of sites, transport, observation methods,
technology, etc.). It may be wih looking at established CFE procedures in this re¢faftie

next question is how to determine what inspectors would actually do when they get to the
area/site they have chosen to inspect, and what (practical, logistical, and other) challenges they
would face such asiow to choose what buildings to entand what to look forln this context,

there could be possible lessons from CWC challenge inspection training, whicsfocus

medical facilitieshealth and safety documentatioandexplosives areas. Other options could

be toascertainradiation signatures or swipe samplingjscussions/interviews with staff, or
assessment of security arrangements.

Solutions have to be found for specific locations, such as overseas military bases and surface
ships, including military ships and civilian vessels.

When inspections are to be géd out in a contiguous geographical area, it is important that

a2YS FT2N¥Y 2F af201R2¢6yé¢ Oy 06S ILIWXASR Ay (KS
inspection and the inspection itself, meaning that certain restrictions will apply in terms of

moving certam items within or outside the locatiof?.

There is also a need for further research into useful technologies for conducting inspections on
sites. Ifa team ignspecting an undeclared site, what type of detection methods could be used?
These will be diffenat for highly enriched uraniumHEQ andplutonium sources. The

usefulness and feasibility of the collection of radiation and/or heat signatures should be
discussedurther to assess what the chances are of detecting undeclared weapons in a
location. As tle inspecting entityshould not, in fact, encounter nuclear weapomkile verifying

the absence of undeclared items, in most cases there should be few limits to theftype
measurements that can be arrangé&tiConverselywhen establishing the absence of

undeclared weapons in a wider argadiation signatures from any weapons presemy be

weak, especiallgt adistance and with varying level of shielding. For large areas, good survey
technology is not available, meaning that locations identified for inspection should be as small
as possible.

However, other considerations of safety, securégd information préection would still apply.

There will be many sites in@ate that are of a highly sensitive nature, whether for military,
nationalsecurity, or other reasons; at such sites, access and measurements by inspectors could
be restricted.

32\WG4 Deliverable Part V.

33 Compare New START, which includesipspection restrictions in terms of weaponslated activities on sites
that have been selected for inspection.

34 Exceptions may be for facilities with very specific purposesh) a8 producing highly enriched uranium or fow
enriched uranium fuel for naval reactors.
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The sheer range oftes that may come into play when verifyiSate-wide absence of
undeclared nuclear weapons at undeclared locations makes it difficult to list all thepstafic
challenges that couldurfacein this context Althoughthese issues were certainly examthe
during discussions in WG4, discussiamese notexhaustivedue to time constraintsKey issues
include the following

T

1
1

Some sites may host sensitive militaglated activities that cannot be accessed by an
inspection team made up of foreign personnel;

Fecilities associated with the Naval Reactor Program (fuel fabrication, reactors, etc.)
may not be open to inspections;

Techniques, like environmental sampling may not be available at certain sites (e.qg.
former weapons sites) or would not be conclusive (aacsites in general), although
they could be useful for absence measurements at other sites;

Presence of explosive materials at certain sites]

Possible presence of depleted uranium.

Conclusion andRecommendations

Having discussed the concepts, objees, and challenges involved with tBate-wide

verification of the absence of nuclear weapons at undeclared locations, and conducted-a table
top exercise based on a simplified version of the CFE verification mech&Wg84 made the
following general obervations:

T

It should be possible to credibly, practicatind effectively verify the absence of
undeclared items or activities in@ate as a whole, without compromisirijate
sovereignty.

Sufficientassurance of absence of noeclared items on &ate-wide level would be
attained only in combination with other preegotiated verification arrangements.

The complications caused by the relatively small size of items declared as wé&ftieads
combinationwith the large number of potential undeclared locations i&ate should

0S FRRNBaaSR GKNRdzZAK (0KS GSOSNRUGKAY3I |0
Existing verification mechanisms may form a useful starting point for analysis, but must
be adapted to suit thelifferent requirements involved.

Verification ofSate-wide completeness will only be possible with the right procedures
and technologies, including unilateral means of monitoring.

35 See WG4 Deliverable Part V, Report of the CFE-Tapl&xercise.
36 See WG4 Deliverable Part Il, Paper 1, Categorization of Nuclear Weapons.
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There was a general convergence of opinion among WG4 memberSabetwide verification

of the absence of nuclear weapons at undeclared locations in the context of nuclear
disarmament is conceptually and hypothetically possible. Of course, whether and how any such
mechanism could be set up to be practically viable, without camisingSate sovereignty, is

a question that can only be answered through more research and analysis.

In general, furtheeffort is needed to work on a general conceptual framework of inspection
GeLlSa FyR ydzYo SNB X T2 Odza SoBch%2Schia fidtnework ghBulE (0 K A y 3
take into account the necessity to proteg8ates from unnecessary or overly intrusive

inspections. Existing verification mechanisms such as those @dhgrehensive Nucledrest

Ban Treaty@QTBY, CFEand Convention on tk Prohibition of the Development, Production,

Stockpiling and Use of Chemical Weapons and on their Destry&idig), as well as relevant

past experiencesyould form a good starting point for such work.

It is very likely that scenaribased work would benefit our understanding of the challenges and
solutions connected t&ate-wide verification of the absence of nuclear weapons at undeclared
locations. More detailed scenarios and simulations based ordineepts inWG4Deliverable

Part IVPaper 2including work on acquisition path analysisdtable-top exercises, could be
helpful in gathering useful insightsgardingwhat types of locations would be most relevant to

a Sate-wide verification effort, wich parameters would likely be relevant for finding such
locations, or under what circumstances diversions or irregularities would be most strategically
or militarily significant.

More research is needed on the question of which types of information aeeextforSate-

wide verification of the absence of nuclear weapons at undeclared locations, including the
technologies to acquire that information. The matriXifG4DeliverablePart llis a useful

starting point for such worKt would also be useful toajn a better understanding of the

possible role for National Technical Means (NTMs) as used in existing and previous verification
such as the START and ©@E&ties Theconcepts, processes and data used by the IAEA to form

a Qate-level picture ofSi I (in8cke& activities, as well as to direct its verification efforts,

should also be taken into account.

Finally the sitespecific challenges outlinegbovemerit further attention, both in terms of
procedure and technology.

37 See WG4 Deliverable P4V, Paper 2. Evaluating Confidence in Compliance for more details on statistical
approaches.
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Paper 1.Categorization of Nuclear Weapons
Working Group 4: Verification of Nuclear Weapons Declarations

June 2019

Abstract

Thispaper presents how nuclear weapons may be categorizedrdiw to
Weapons technology;

Intended use;

Means of delivery;

Operational status; or

= =2 =2 =4 -2

Namesor model designations.

The relevance for nuclear disarmament verification of each method of categorization is
discussed.

Introduction

Many different waysand many different terms are used to characterize nuclear weapdoe
may be relevant to nuclear disarmament verification, others most likelySmmne
characteristics may be impossible to verify due to proliferation concdimis. paper provides a
shott overview of the terminology.

In Phasé ofthe IPNDV, @nuclear explosive deviéavas defined simply as a device containing

both weapons usable fissile materials and high exploskasPhasél, the official P5 definition

may be more appropriateA onuclear weapoaA & | agSlI LRy |aasSyofeée GKI G
producing an explosion andassive damage and destruction by the sudden release of energy
instantaneously released from selfdza (G F Ay Ay 3 ydzOf SI3NJ FAaaA2y | YRk

Nuclear weapons may be categorizedrialtiple ways according to weapons technology,
intended use, means of delivgrand operational status, as well as by their actual names or
model designationsThis is discussed below.

38 p5 Working Group on th8lossary of Key Nuclear Ter®$ Glossary of Key Nuclear Ter@iina Atomic Energy
Press, Beijing, April 2015ttps://2009-2017.state.gov/documents/organization/243293.pdf

Page| 41
www.ipndv.org


http://www.ipndv.org/
https://2009-2017.state.gov/documents/organization/243293.pdf

How an inspector can be become confident that the system being verified is indeed of a
specific, uniquely identified type, is a further question beg the scope of this papeY.erifying
that two systems are of the same type, basedne@asurablecharacteristics and supporting
information as described throughout the paper, is more straightforward to accomplish.

CategorizationAccordingto Weapons Techaology

Basic nuclear physics describes two different ways of releasing energy from atomic nuclei:
dfissiore (splitting) of heavy nuclei afusiorg (merging) of light nuclei.

The early nuclear weapons were fidsion weapon# which the fissile material, that is,
uranium and/or plutonium of suitable quality, undergoes a very rapid fission chain reaction
Fissile materiaémits alpha and gamma radiatipthe former is stopped by any kind of casing
and is therefore irrelevanfior nuclear disarmament verification, but the latter, especially
gamma radiation from plutonium, will get through substantial layers of material and may
therefore be of interest to disarmament verification inspectors.

There are two different types of nu@eweapons making use of fissigquntype assemblies
andimplosion weaponsThe type used in a given weapon may affestv and where the
inspectors make their measurements.

Fusion weaponare also known atermonuclear weaponslhe fusion process requires large
amounts of energy ttegin, whichs provided by first setting off a fission char§esion

weapons are therefore often referred to &so-stage weapondecausesach weapon contam

two charges, @rimary (fission) stager@d asecondaryfusion) stageThe primary stage will
contain fissile material as described above and may be of usaufibear disarmament

verification inspectorsVery little official information about the secondary stage has been made
available to the pbilic.

Basic nuclear physics limits thieeld (the released energy) of a fission weapon, while in

principle the yield of a fusion weaponabnostunlimited. The physical characteristics of

nuclear weaposwill, to some extentdepend on the technology used in a given weapon

However this is hard to generalize because weight and shape also depends heavily on intended
use of the weapon, engineering sophistication, yield, 8time weapons have been several

meters long and weiglteseveratons, whereasother weapons could be launched by artillery

guns.

Some knowledge of the technology applied in a given weapon is essential for nuclear
disarmament verification purposdxecausehis determines what possible radiation may be
detectedand which methods may or must be used in the verification prodéisgsical
characteristics such as shape and dimensions of the outer casing may provide supporting
verification information Relevant technical information can only be provided by the weapon
owner, for example as part of the declaration process.
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CategorizationAccordingto Intended Use

This categorization divides all nuclear weapons into one of two possible categbrategic
nuclear weaponsndnon-strategic nuclear weapondhe dividingline between the categories

is rather fuzzyAs the names imply, strategic weapons are intended to play a role in the bigger
picture with deterrence and power balancghereasnon-strategicnuclearweapons may play a

more operative roleDepending on their deployment, the same weapon systems could in many

cases have either a strategic or a r&inategic functionFurthermore, for oneate, strategic
balance may be measured relative to its neighbor, while for andftete, global balancenay
be the most important.

Several definitions exist of strategic and r&trategic nuclear weaponslowever the only

usable definition seems to be the simple one stating that a strategic nuclear weapon is any
weapon covered by a strategic arms contr@adty. This definition applies only between the
United States and Russathough China also considers lismgerrangeweapons to be

strategic nuclear weapon€ther Sates possessing nuclear weapons may have different views
2y 6KFG O2yadidabsarRlyséadsa FING SEI YLIXE ST AT |
the territory of a giverSate, the Sates in question may consider that weapon to be strategic
regardless of its range.

oNon-strategic nuclear weaporsre often referred to bynumerousother names such as
dtactical nuclear weaponsdsub-strategic nuclear weaporngscbattlefield nuclear weaponéor
¢theater nuclear weapon$ There are no strict definitions of these terms; they could refer to
yield, delivery vehicle, intended user other criteria, but again very similar systems in different
Sates are likely to be defined differentlizor example, in the United States, there is a
differentiation between battlefield or tactical nuclear weapons and theater nuclear wegpons
whichare related to both range and intended use.

Whethera specificnuclear weapons considered strategic or not should be of little or no
importance to nuclear disarmament verificatibecausehe tools and procedures applied
would be largely independent of thatended use of the weapon.

CategorizationAccordingto Meansof Delivery

Many waysexist fordelivering nuclear weapato their intended point of detonationAt the
highest level, all nuclear weapons would fall into one of three general categories classified by
where the delivery systems are basggoundlaunched sealaunched or air-launchedair-
delivered Spacebased nuclear weaponalthoughpossible, areot consideredn this paper
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because they are prohibited by the widely accep@ater Space Treaf{f which entered into
force in 1967.

Groundlaunched nuclear weaponscludeground launchedallistic missile$GLBMs) and

ground launched cruismnissile§GLCMs) as well astillery shellsandlandmineswith nuclear
chargesMany different types of ballistic missiles have been developed for different purposes.
They have been designed to carry different weights over different ranges, and they use
different propellants.They are often subcategorized according to range, for example as shown
in the Table 1V1-1 below:

Table IV1-1. Missile Subcategories and Ranges

Subcategory Acronym Range

Close range hlistic missile CRBM Less than 300 km
Shortrange ballistic missife SRBM 300c1000 km
Medium-range ballistic missife MRBM 1,000¢3,000km
Intermediaterange ballistic missile | IRBM

Longrange ballistic missile LRBM 3,00065,500 km
Intercontinental ballistic missile ICBM Greater than 500 km

2SRBM and MRBM may be combined to the tétheatre ballistic missie(TBM)
(range between 30&m and 3000km).

As an example of the lack of standardization of these terms, one may observe that the 198
IntermediateRange Nuclear Forc@seaty(INF Treatyf defines andintermediaterange
missilé to have a range of ,000¢5,500km and adshorterrange missiléto have a range of
500¢1,000km. (This remains a nestandard definition of short range, however; the MTER
definition of 300km as the lower limit appears to have gained greater credence.)

Both GLBMs and GLCMs may be launched froed launchergsuch as missile silos) or from
mobile, landbasedtransportererector-launcherg TELS).

Many ballistic missiles arequipped withmultiple re-entry vehicle{MRVs) omultiple
independently targetable rentry vehiclegMIR\$); thereby each containing severaiclear
warheads The termdnuclear warheaéis therefore often used for general bookkeeping
purposes insteaodf the termdnuclear weapor even though the termiwarhead is defined
conventionally as referring only to the explosive elements delivered by a missile.

Sealaunched nuclear weaponscludeballistic missileandcruise missileas well agorpedoes
depth chargesand minesequipped with nuclear chargeshese weapons may be launched

3% Formallyknown asthe Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer
Space, including thMoon and Other Celestial Bodies
http://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/introouterspacetreaty.html

40 Formally known as th&reatybetweenthe United States of America and the Union of Soviet Socialist Republics
on the Elimination of Their Intermedialange and ShortédRange Missilesittps:/imawvw.state.gov/inf.

4 MTCR is short favlissileTechnology Control Regimehich is a multilateral export control regime for missile
technology.

Page| 44
www.ipndv.org


http://www.ipndv.org/
http://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/introouterspacetreaty.html
https://www.state.gov/inf

from surface vessels or submarin@se termsdSLBN and 6SLCM are used somewhat

ambiguouslyThey are often taken to meaubmarinelaunched ballistic missiland

submarinelaunched cruise missileed LISOUG A @St &3 odzi a{[El @FOKRRE f &
2 NJ dlaufchetl Eor example, the United States generally uses SLCM to mesza a

launched cruise missitegadless of whether it is launched fromsaip or from a submarine.

However, sometimes the termShLCM has been used to specifyoahiplaunched cruise

missile¢ Sealaunched ballistic missiles may be further subcategorized according to range as
described above for grounldunched ballistic midsis.

Air-launched nuclear weaponscludeair-launched ballistic missil§&\LBMs) andir-launched
cruise missileALCMs)Torpedoesmayalsobe launched from aircraftAir-delivered nuclear
weaponsare nuclear bombs that are dropped close to the intengetht of detonation.
Traditionally, these weranguided bombsalso known agravity bombsbut modern bombs
may beprecisionguided bombsalso referred to asmart bombswhich includetail kitsto
improve the accuracy of the bomb.

The terménucleartriad¢ is used when discussimgiclear weaporpossesso&ates that deploy
(strategic) nuclear weapons in all three general basing modes, that is, glaunched ballistic
missiles, submarinraunched ballistic missileand nuclear capable aircraft.

As far as nuclear disarmament verification goes, the techniques and technologies applied would
be the same regardless of means of delivéye useful aspect of describing systems this way,
however, is that it provides inspectors with an approximate idea ddivithey are likely to

encounter in the fieldConsistency with regard to delivery vehicle, location, certain
characteristics, etc. may help build confidence.

Access requirements to sites with different categories of nuclear weapons may vary, and hence
the verification procedures will depend somewhat on the type of site the systems are on (naval
bases, silos, mobile launchers, ettn)summary, some information on means of delivery may

be importantregardingthe practicalities of nuclear disarmament verdion, but may not

provide sufficient information on its own to identify weapon systems or individual weapons or
warheads.

CategorizationAccordingto Operational Status

Thiscategorization may be carried out multiple ways.The discussion below firstlfows the
approach used bthe Status of World Nuclear Forgegscommonly quoted norgovernmental
organization (NG® and then presents the system used in the United Staf#kernuclear
weaponpossessingtatesprobably have similar categories f@eapons in their stockpiles.

42Hans M. Kristensen and Robert S. NoBisitus of World Nuclear Forgé®deraton of American Scientists,
Washingtonhttps://fas.org/issues/nucleaswveapons/statusworld-nuclearforces/.
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At the top level in the NGO categorization, all nuclear warheads are either part ofilitery
stockpile that is, they are in military custody earmarked for military use, or theyaaating
dismantlement that is, retired, but still intactin late 2018, roughly onthird of all warheads
fell in the latter category.

The warheads in the military stockpiteay be further subdivided into those that adeployed

with operational forces and those that am®n-deployed According to the same NGO source, in
late 2018, about 4@ercentof the nuclear warheads in the military stockpiles were deployed.
The deployed warheads may be subdivided into those that areigimalert(ready to be used

on short notice) and those that are not.

Non-deployed weapons may kewvaiting deploymentundergang maintenanceor be kept in
longterm reserve Reasons for keeping a substantial number of nuclear weapons in reserve
may be to ensure that th&ate can meet possible future geopolitical challenges and/or to
safeguard against potential technical profle due to an aging arsenal.

In the U.S. categorization, all nuclear warheads are part of the military stockpitestockpile
can be further divided into thactive stockpileand theinactive stockpileWeapons in the
active stockpileare maintained to asure that the military requirements for operational
warheads are mefTheinactive stockpiles composed of warheads retained in a ron
operational status and can provide augmentation or replacement warheads to the active
stockpile.These two categories nabe further broken down into subcategories.

There are three subcategories in the U.S. active stoclquiléve readyactive hedgeandactive
logistics Active readyconsists of warheads available for wartime employment planragve
ready warheads gabe loaded onto missiles or made available for use on aircraft within
required timelinesActive hedgevarheads are retained for deployment to manage
technological risks in the active ready stockpile or to augment the active ready stockpile in
response tageopolitical developmentsActive logisticsvarheads are used to facilitate
workflow and sustain the operational status of active ready or active hedge quanfitiey.
may be in various stages of assembly

The inactive stockpile is composedimdctive hedgeinactive logisticsandinactive reserveThe
inactive hedgeconsists of warheads retained for deployment to manage technological risks in
the active ready stockpile or to augment the active ready gtdekn response to geopolitical
developmentsinactive logisticsvarheads are used for logistical and surveillance purposes;
these warheads may be in various stages of disasselnialgtive reservevarhead are

retained to provide longerm risk mitigation. Warheads in this category are exempt from

future refurbishment modifications or alteratiorfs.

43U.S. Nuclear Warhead Stockpiteiefing presented to the International Partnership for Nuclear Disarmament
Verification, MarchL9, 2015.
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Warheads in some of the different categories may have different characteristics, but these
would not be directly observable to the nuclear disarmament vetificainspectorsDifferent
categories of warheads may be stored in different locations.

In and of themselves the above categories do not add much verification value unless they are
accompanied by further information as to what this means for the physcalibon or state of

the warheadIf a deployed system refers to the system being mated with a delivery vehicle, this
would be verifiable, and similarly if it refers to the system being at a specific loc@ten.

nuclear disarmament verification inspectos®uld most likely prefer to meet the warhedhdat

is to be dismantled as close to its end of deployment as posdibis.will increase their

confidence that the devicthat they are introduced to really is the warhead that it is claimed to
be.

Categorizéion Accordingto Namesor Model Designations

This form of categorization is quite obvious and straightforwattitypes of nuclear warheads
and nuclear weapons have a name (for exambitle Boyor Blue Danubgand/or an
alphanumeric model designation (for examp§1, Mk53, W78 or WE177. Warheads of the
same general model may also have different modificatitwat can furtherdifferentiate the
warhead or bombFor example, the B61 gravity bomb has appeared in several different
modifications to enable different uses or to increase its safety, security, and reliability
(identified asB61-1, B61-2, etc.). The diferences represented by the modifications may or may
not be observable for a nuclear disarmament verification inspector.

Furthermore, one would expect each individual warhead or bomb to be identified by a unique
serial number.

In the field of nuclear disenament verification, these designations are important for
bookkeeping purposest is important to uniquely identify each object under verification in
ways that are meaningful to all participating parties.

Conclusion

In this paper, we have presented firelependent ways of categorizing nuclear weapons
according to

(1) Weapongechnology;
(2) Intended use;

(3) Meansof delivery;

(4) Operationalstatus; and

(5) Namesor model designations
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In principle, any nuclear weapsmay be described by terms from all of these five
categorization systemsn the earlier sections of this paper, we have discussed the relevance of
each of the different systems to nuclear disarmament verification.
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Paper 2 Evaluating Confidence in Comahce: Methods
to Evaluate Random Selection Approachasd
Confidence Building Statistics

Working Group 4: Verification of Nuclear Weap@reclarations

September 2019

Abstract

The measurement or quantification of confidence is a complex problem; first because
confidence is a perception and as such is subjective by nature, indicating that even with the
pertinent information, confidence may differ between evaluators; and secoadabse
althoughone may want to collect all information, the practicalities of the real life limitations of
resource constraints (number of inspectors that are both available and trained), time (the
amount of time that is agreed in the treaty forthe ingpé 2 NRa | 00Saa G2 GKS aj
constraints (host safety or security restrictions that limit access or restrict inspection activities
in specific environments), and ultimately the cost of conducting an inspection a\Breduse

of these things, it is necessary to layariousdifferent tools to not prove confidence, but

instead provide evidence that can be used by assessors to bolster their perception of
confidence. The existence of these rfd limitations suggests #t althoughthe inspectorate
might want all to collect all information to provide enough confidence, realistically, the reality
of those limitations make it such that random selection poses a more reasonable option.

Althoughrandom selection is a strong rasure by itself, mechanisnexistto augment it by
identifying tools and applicatiorthat, when applied to random selection, can create an
effective and efficient approach for evaluating confidentleethree main levels at which
confidence can be asseskare as followsThe first is at the singléem level: how confident

can an inspector be about the compliance assessment of an item or its application given the
current inspection tools? The second is at the mit#im level: how confident can an inspect

be about a suite of tools or applications given the subset of items or the environments being
inspected? The third and final level is at the systems level: across a sitabe chow

confident can an inspector be about compliance across the entgiene based on the subset

of inspection tools, applications sites, items inspected, based upon the known facilities and
processes of &ate? Because of subjectivity, mechanisms used to evaluate confidence must do
SO using very prescribed and consistentgasses, designed in such a way to reduce the
influence of personal perception to the greatest degree possible. Proposed approaches and
their associated technical elements within a random selection regime can objectively produce
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numerical data, creating qumitative tools to determine random selection inspection
effectiveness in relation to the expected verification environment.

UsingRandom Selection

Although the constraints of reality indicate that random selection may be more realistic than
measuringevey A GSYX Al R2S& y2i LNBOSyil SOSNRGOKAYS3
the holding of everything at risk until such a time that the inspectorate determines which

specific location and items will be inspected on that visit is an importantttodéter cheating.
Limitations of random selection and the possibility that a treatych aghe Conventional

Forces Europe (CKFHRay allow a number of items to be in temporarily deployed status but not

have to be reported as transferred from that fagiliBecause of thisandom selection

decisions may be limited in nature to selecting a site and therpfaening the number or

percentage of items for visual and radiation detection inspectiarsle leaving the complete

item selection until thatactuad SNRA I f Yy dzZYo SNJ Ay@Sy (i2NE FyR (KSAN
point, the available inventory can be held at risk through random selection, thus maintaining
deterrence to cheating at the site level.

As mentioned previously, confidence is subjectivesthwsingle random selection verification

inspection is not likely to deliver complete confidence from the inspectorate that they

dzy RSNAR UGl YR GKS K2aidQa LINE O Sace@compiafitcrassSttier S@S
regime. Instead, evidence of castency can be collected through multiple layers of statistical
evaluations that provide evidence to support the growth of confidence over time and as each

layer matures. Repeated random selection inspections also serve to help develop a growing

body of ewdence which over time, increasd KS Ay A LISOG2NI §SQa LISNOSLIA
time, the ability to observe consistency in behaviors, process®s documentation lends more

credence to the ho® claim of compliance through openness and transparency.

¢CKSNB Y& 0SS I O2NNBtlLGAZ2y 06SGsSSy GKS AyaLlsSo
consequences of neoompliance. For example, if any evidence of4tompliance is detected,

this could undermine the fundamental security relationships betw8ates party to an

agreement. A lower level of confidence in any sampling process migtdftire be acceptable

as theinspectedSate would have strong disincentives to cheat. On the contrary, if there are

limited consequences to necompliance, an inspeietg entity may wish a greater rate of

sampling to increase the confidence level.

Tools for Evaluating Random Selection Approaches
Not all tools and mechanisms are created equal. It iIs important to understand that in many

cases, both in the design and implentation of evaluation, there are spaces in evaluation
where subjectivity and perception retain roots. When constructing the data sheets for a
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7 A

technology, for example, technologishaveOS NI I Ay LISNOSLIJiA2ya 2F (GKSA
capabilities and performase that may not be repeatable in all environments. Additionally, in
SOlLtdzad GA2ySE GKSNB Aa adweSOGA@AGE Ay (GUKS ¢gSA3
of the environment. Last, there is subjectivity in the determination of what value product i

necessary to deliver confidence (x=confidence). Because of this subjectivity, there is not

necessarily a onsizefits-all means for evaluating confidence. However, there are numerous

different mechanisms that could be used to measure elements of a ¢anggl regime and

provide quantifiable data on the effectiveness of those elements in a single application, even

though quantification of overall confidence may still be elusive.

Although there is no universally accepted definition of verification, theeedemmon
understanding of its meaning @an activity whose purpose is to establish the degree of
compliance with, or violation of, the specific terms of an agreengevrification encompasses
the technical elements of monitoring and inspection as welirdormation processing and
evaluation. The aim of verification is to increase confidence that an agreement is being fully
implemented by providing parties with the opportunity to convincingly demonstrate their
compliance and to detect neoompliance, theeby deterring parties which may be tempted to
cheat*

This section discusses briefly several methods that could be used to evaluate random selection
compliance approaches to verification. Within this paper we will discuss three layers of
statistical appraches:For technology and application comparison, hybrid
gualitative/quantitative approaches include The Arms Control Evaluation Criteria (AIGEC)
Analysis of Alternatives (AoA) Methodologndthe Analytical Hierarchy Process (AHFY
combined technology suites or applicatiomg discussnathematical approaches to assessing
compliance like the statistical rulaf-three or estimates of probabilityror the higherlevel
systemslevel obligation assessments, tools such as Acquidtahway Analysis (State Level
Concept), Discrete Event Simulation (DES) and Game Theory might be most applicable.
Althoughthese may not be the full breadth of all approaches that could be used, others very
likely include elements or evolutions of thesetods.

Informing Direct Comparison Activities

Hybrid Qualitative/Quantitative Approaches

When considering hybrid qualitative/quantitative approaches, application of the hybrid
methods is applied differently than the individual qualitative or quantitapgroach
independently. Because each of these approaches still providessertingsubjective
perspectives that can influence the overall outcome, it is important to koahinfluences

through a direct and concise set of evaluation questitras both limit subjectivity and require
proof of validity in the response. Confidence in each.of the following approaches results from
an amalgamation of results associated with each of the independent elements of the random

44N. ZarimpasTransparency in Nuclear Warheads and Materials: The Political and Technical Dimgdisiorts
University Press, 2003).
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selection regime and the quantifiedfettiveness that each element provides in delivering
accurate results. These tools will help the inspection parties determine which technologies or
approaches will be most effective in delivering the confidence levels expected based upon the
effectivenessf their internal approach elements.

The Arms Control Evaluation Criteria

TheACEC is used to objectively assess and compare technologies and technology design
features for effectiveness in meeting the verification needs for specific applications. The ACEC
evaluation approach providean easyto-use methodology for the objective comparison of
treaty verification technologielthoughthis tool could potentially be used to compare entire
suites of technologies within a hypothetical arms control agreement, its primary intémt is
compareindividual technologies that fulfill a specific monitoring objective (e.g., tamper
indicating sealapplied to secure equipment or rooms, which may be examined later to verify
integrity of the item secured)The ACEC contains a detailed hierarchical structure of the two
evaluation Criteria Suites (CS), which contain a total of six Evaluation Crit¢ringiE€®e used

to assess competing technology options. EC are numbered according to their hierarchy, with
the CS number listed first, followed by the evaluation criterion numimspected Statenly
criteria/considerations are indicated kan asteriskand should be examined with respect to
inspected Statenly perspectives; all other criteria/considerations should be jointly examined
from bothinspected Stat@andinspecting entityperspectives. The user tool is a wieased tool
that can capture and depit¢he resulting comparison.

The two CSs and corresponding six EC are summarized below:

1 CS 1: Ability to demonstrate or verify compliance
o EC 1.1 Confidence in the ability to meet the «rs# application
o EC 1.2 Confidence in the accuracy of information

1 CS 2: Ability to be deployed st facility
o EC 2.1: Sensitive information protection*
o EC 2.2: Hazard level
o EC 2.3: Cost
o EC 2.4: Deployment readiness

Several elements of this approach rely on subjective inputs to provide the datatkaised to
identify technologies that meet the needed criterfgow the criteria are weighted and what
elements are prioritized or restricted. It dadswever, provide a mechanism for both the host
and inspector to evaluate technologies from their differing perspest and to weight the

criteria based upon the two different knowledge bases. Additionally, the ACEC allows for the
dza SNJ 2 | R2dzald ¢6SAIKIGAY3I 2F ONAGSNAI ol 4SR
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the regime. This adjustability of weightirgteria allows the evaluation process be
customized

Analysis of Alternatives (AoA)

AOA is an analytical comparison used by the U.S. Department of Defense (DoD) to assess
operational effectiveness, cosiand risks of alternative approaches to opecats > The AoA is

different from the ACEC in that it is desigrteccomparemultiple technologies at the same

time, eliminating the need to perform multiplepair A 8 S 2-NKSEKKERO2Y LI NA a2y a
However, like the ACEC, the A@fes onpotentially subjetive information of technical

capability. It is critical to the AoA to have consistent and complete technical information to

accurately evaluate technologies and reduce the likelihood of unverified inputsdutject

matter expertsbeing used fodecisic-making

Additionally, the AoA method and associated tools (e.g., Microsoft Excel) provide-a user
friendly evaluation rationale clearly depicting results with coded bullets (e.g., ++;,+)10

identify pros and cons for each option, and the scasipgfem for the AOA makes it easy to

dzy RSNR Gl YR GKS YSIyAy3 2F (GKS 2LJiA2yspla 2 3SNI f
chart).Usingcriteria consideration$CC) offers the flexibility to support multiple different tool
evaluations. The abijitto useCCs instead of independent criteria reduces unnecessary
evaluation complexity. The AoA tools include two Excel compon#medirst defines and

evaluates the value of that criterion, and assesses the technologies performance against those
criteria, whereasthe second describes the rationale for the weighting and documents pros and
cons of each technology in comparis&®amples of the AoA assessment sheeitre illustrated

in TabledV-2-1 andIV-2-2.

TablelV-2-1. Example Analysis &lternatives Excel TooValues and Weighted Scores

Analyses of Alternatives Excel ToMalues

Directions:Users of this criteria evaluation Excel tool should identify the-en
use application, technologies to be examined, pertinent technology
information, and criteria weighting before proceeding. TéN&alueg sheet
should be where users specify the easle application, technology names, ar
varied weight fractions. Users may also input technology scores for each
criterion in this sheet after identifying rationale on the Rationale sheet. All
inputs should b made in theshadedExcel cells.

EndUse
Application:

| Technologies Examined

45 Office of Aerospace Studiesnalysis of Alternatives Handbaadk Practical Guide to the Analysis of Alternatives
(Kirdand AFB, New Mexico, 2016).
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Criteria 5\753:“5 yvéerilsrc:ts Techl| Tech2| Tech3| Tech4| Tech5
Confidence in

the ability to

meet the end 0.1667

use application

Confidence in

the accuracy of | 0.1667

information

Sensitive

information 0.1667

protection

Hazard Level 0.1667

Costs 0.1667

Deployment 0.1667

Readiness

TOTAL SCORE (Equal Weights): 0.00 | 0.00 | 0.00 | 0.00 | 0.00
TOTAL SCORE (Varied Weights): 0.00 | 0.00 | 0.00 | 0.00 | 0.00

TablelV-2-2. Example Analysis of Alternatives Excel T.dodtionale

Analyses of Alternatives Excel To&ationale

section of this sheet.

++ Very Positive Feature
+ Positive Feature

= Neutral Feature

- Negative Feature
Very Negative Feature

Directions:Describe the rationale driving the scores on the Vakle=et Enter
the rationale for each technology in tlehadedboxes. Additional notes not
affecting scores on the Values sheet may also be made in the additional n

Use the ftlowing system to identify positive/neutral/negative rationale:

EndUse Application:

Technologies Examined

Criteria Techl | Tech2 | Tech3 | Tech4 | Tech5
Confidence in the ability tg
meet the enduse
application
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Confidence in the accurac
of information

Sensitive information
protection

Hazard Level

Costs

Deployment Readiness
Additional Notes

The Analytical Hierarchy Process (AHP)

AHP is a rigorous decisiomaking tool thatusesa set of values and perceived relationships

between values, to help the user determine priorities and ultimately make the best decision

between options based upon both subjective and objective inputs. Created by Thomas Saalty in
1980, AHRisespairwise relative evaluations of both the criteria and the options provided by

the user, to make the best decision determinationt KS 02 Y LJdzidy thé AHP are YI R

It gl &4 IdZARSR o6& (KS RSOA&A2Y YI 1 SNN&a SELISNRS
tool that is able to translate the evaluations (both qualitative and quantitative) made by the
RSOA&AZ2Y YIF{1SNI Ayd2 | eYHRisisinplalBecadsblidre is\ib peddA y 3 @ ¢
for a complex tool to capture expert knowledge. However, every criterion is necessarily

compared for every pair of alternative tools considered, with a weighting vector to determine

the importance of each individuatliterion relative to the othergsee Figure R2-1). For

example, tool A is compared to tools B and C, and then tool B is compared to tool C, repeating

for all criteria considered.

LG F2ff2ar GKSYyZ GKIF G aiKSquatidsicabwith tBe¥ LI A NB A &
number of criteria and options. For instance, when comparing 10 alternatives on 4 criteria, (4 X

3)/2 = 6 comparisons are requested to build the weight vector, and 4 x ((10 x 9)/2) = 180

pairwise comparisons are needed to build tf@2 NB  YITal Shdplfythe use of AHP,

automation may be necessary, especially in the case of larger numbers of comparisons.

Automated tools exist to compute the results after the input is provided, which reduce the

overall magnitude of tim@eeded to conduct the pairwise comparisons.

As an example of the magnitude of these pairwise comparisons, where a comparison is
performed between seven tamper indicating seals, the AHP comparative approach would
require 21 pakwise comparisons to make aption determination. The decisiemaking
process of the AHP requires a weighted decisiaking hierarchy, which is then ultimately
depicted in a comparison diagram in Excel.

46T.L. SaaltyThe Analytic Hierarchy ProcébEew YorkMcGrawHill, 1980.
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FigurelV-2-1. AHP Decision Hierarchy

Decision Hierarchy
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M2.2 06667 11.1%

1.0

Assessing Combinations of TechnologieslaApproaches for
Evaluating Compliance

Mathematical Approaches

The various elements of verification all contribute to confidence in compliance, but it is
problematic to combine them to mathematically gauge a single absolute measure of
confidence.The elenent of inspections may come closest through statistical confidence
measures that can be derived from the resulting inspection datgpections offer the
opportunity to directly examine weapons via direct observations, measurements, and tests
using variousechnologies!’ With this, an inspection could determine if a weapon is compliant
or not with its declared attributeddeally, such inspections could examine every documented
weapon that is under the treaty and this would offer a definitive statementtandite being
compliant or notHowever, forvariousreasons (e.g., time and resource constraints, access
limitations, and especially cost), it is typically not practical to inspect all weapons at a site.

47N. ZarimpasTransparency in Nuclear Warheads and Materials: The Political and Technical Dimghisiorts
University Press, 2003).
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Rather a subset of the weapons determined via ramds®election is inspected and from this a
statistical statement is formed that provides a confidence measure in compliance.

The same approach can be used when comparing suites of technology for effectiveness in
delivering the measure of compliance neededgtovide confidence that a specific activity or
set of activities is being performed as expected and without deviation from the understood
processes.

Statistical Rule of Three

A simple statistical rule ithisNBE 3 I NR A &rule®dittirde,§ R g K Buii&s thalNfno
GRSTSOGaé¢ NB F2dzy R Ay percedtdornfidfce theFe will bégwielS Y& >~ (1 K
than 3/n defects in albf the items?*8 So if a batch of 30 weapons are inspected and no

defectg in this example, noncompliant weapansre found then with 95percentconfidence

one could claim there arfewerthan 3/30 or 1/10 noncompliant weapons overall at the site.

This notion can be extended to other confidence levels such gsvdich would yield 86.5
percentconfidence that there aréewerthan 2/30 or 1/15 noncompliant weapons.

Alternatively, using 5/n would yield 99p#rcentconfidence that there are less 5/30 or 1/6

noncompliant weapondn this case, there is a high degree of confidence in the statecbrtsn

but the potential of 1/6 noncompliant weaporase likely far from ideal in forming a statement

about the overall confidence imanspecteddi 1 SQa RS Of I NX&ngyamg@ians I NJ ¢ S|

The only way to overcome this is by inspecting more weapgenisexample, using 3/n again, if
instead 300 weapons were inspected with no defects, one could state wigle@ent
confidence that there aréewerthan 1/100 noncompliant weapons at the sitdote that the
above discussion assumes that inspectors cadaoanly sample any of the weapons at the site
with equal likelihood (i.e., the site does not limit access to certain potentially noncompliant
weapons)lf this likelihood criteriais not met, other verification elements may act to further
support an overaltonfidence claim.

Estimating Probability of Noncompliance

Another view of confidence comes from estimating the probability of identifying at least one
noncompliant weapon as related to an assumed noncompliant weapon fraction at a site. If
there are more nncompliant weapons, the inspector is more likely to find at least one, and
more likely still if many weapons are inspected. For instance, Figt#® shows a plot of the
probability of finding at least one noncompliant weapon versus the assumed nunhber o
noncompliant weapons at a site as a function of the number of weapons randomly inspected.
For convenience, we consider a site having 200 weapons, where the noncompliant fraction is
used to determine the number of noncompliant weapons. For a site havangnéicant number

of weapons (e.g., more than 50), the formula that provides an approximate probability for this

48 Tony Gojanoie, Zero Defect Samplintlovember 2007http://asq.org/quality-progress/2007/11/basic
quality/zerodefectsampling.html

Page| 57
www.ipndv.org


http://www.ipndv.org/
http://asq.org/quality-progress/2007/11/basic-quality/zero-defect-sampling.html
http://asq.org/quality-progress/2007/11/basic-quality/zero-defect-sampling.html

is P = X (1¢F)n where F is the noncompliant fraction and n is again the number of weapons
inspected?*®

From this plot, one can see the tteoffs in dealing with confidencé&or example, if one

assumes a significant level of noncompliant weapons at a site (e.gert@ntnoncompliance

or 20 noncompliant weapons) and say 15 of the weapons (from the total pool of 200) are
randomly inspectedthere is about an 8@ercentchance that at least one of the noncompliant
weapons will be discoveretience, if no noncompliant weapons were found, although there is
not a quantitative confidence level that can be assigned, one would have pretty good
confidence that the site is compliantiowever, if there is only fiercentnoncompliance (2
noncompliant weapons) at a site and 15 of the weapons are again randomly sampled, there is
now only a 14ercentchance of finding at least 1 of the noncompliant weapdo even
0K2dzZ3K y2 RAAONBLI yOASAE oSNBE ARSYUAFASRI 2ySQ
not be as great in this case because the likelihood of discovering a noncompliant weapon was
low.

FigurelV-2-2. Probability of Finding at Least Oridoncompliant Weapon at a Site with 200
Weapons (n is the number of weapons randomly inspected)
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4N, ZarimpasTransparency in Nuclear Warheads and Materials: The Political and Technical Dimgdisiorts
University Press, 2003).
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The essential challenge then is knowing the degree of noncompliance at a site, which obviously
cannot be ascertained with certaintilowever, if some past histical dataare available, one

can use this to potentially gauge where a site might fall in its level of compliance and then use
this to support a confidence claim from the inspection resutts also noted that a treaty

partner could use this same sat analysis to realize that if they only had one or two
noncompliant weapons at their site, the probability that one of these would be detected via
random sampling is relatively smallthough this is where the notion of deterrence comes into
play, thatis, by conducting the inspections and randomly selecting which weapons to inspect,
the hope is that treaty partner(s) would be less inclined to cheat.

Furthermore, inspectors can keep track of which weapons have been previously inspected at a
site so thatthese are not included in the next pool of weapons to be randomly inspettad.
means that the fraction of noncompliant weapons in the remaining pool of weapons would
increase, and in turn this would increase the probability that at least one noncompl&apon

is detected in the next round of inspections.

Finally, we note that this same approach (as well agtteof-three) could also be applied at a
more detailed level of fidelityhat considers specific weapon system types or specific
technology sues used at a site for specific functioddternatively, the approach could be used
to assess an entire regime, where each site is now treated as compliant or noncompliant and
then a probability of identifying at least one noncompliant site via randompsiaug of sites

across the regime could also be calculated, providing evidence for a confidence judgement in
the overall regime.

Defining and Assessing Systems Level Obligations

Defining and assessing obligations occurs at a systems level. Each methesbisirsg
compliance provides an estimate of confidence given current inspection parameters and
measurements but can be fieamed to define obligations given a goal confidence level set by a
given treaty. However, the compliance methods outlined do not mErshe variability across
sites, weapons, and facility types that may be encountered in a system in a cohesive way.
Confidence in final compliance assessmeat&son where in the weaponpathway the
assessment occurs; the methods in this section asghed first and foremost to identify
potential areas where noncompliance can occur and best implement inspections to deter and
detect it.

Acquisition Pathway Analysis (APA) IAEA State Level Concept

Althoughthe APA in its original form is not designedstot the needs of a weapons verification
treaty, some tenets of weapons verification share commonalities with elements of the APA
approach. The APA, as designed, estimates the time necessary to complete plausible routes to
weaponsusable material based call information available on a State. To more fully

understand the breadth of a weapons disarmament treaty environment and determine which
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inspections and timings would be most effectively implemented as part of random selection, it
would be essentialt@ Ay | &AYAf N dzyRSNARAGI YRAY3 2F GKS
the Sate and what interactions exist between sites. Would one site expect to see storage

primarily, with little transportation involvedyhereasanother sees limited storage or stagin

but significant transportation? When considering those transportation interactions, what

modes of transportation would that site expect to see and where would weapons enter and

depart?

Even in the IAEA APA approach, it is assumed that there vaitidlas of higHield inspection

and lowfield inspection activitie8? This would also be a reasonable expectation in a random
select application for weapon treaty compliance verification. Specific areas of priority would be
selected because of whatisknowny R | aadzYSR | 62dzi GKS 4SI L2yQa
then discrete numbers of random selection verifications chosen based upon predetermined
inspection percentages, availability of inspection resources (people on the ground), time, and
level of effortrequired. As mentioned ithe beginning of this papethe key to successful

random selection is that everything showtivaysbe held at risk, until a final decision is made
regarding the application of the random selection plartreased confidence in this case would
result from the combination of lifecycle and behavior knowledge, witnessed or verified
behaviorsand random skection verification measures.

Discrete Event Simulation (DES)

59{ A& Iy IylFrte@dAoOlf aYSGK2R 27F &A-Mapiotesh y 3 (K
Tl OAf A &5 TheNatignalaéfdr Gsiigpadiscrete event simulation approach is thaei do
not rely on complex mathematical models, but instead attempts to recreate real world systems
using logic and everdriven activities. DES codifies the behavior of a complex system as an
ordered sequence of wetlefined events. The strengths of DES idelhandling systems
characterized by high variability, constrained or limited resources, and complex dynamic
interactions.Processes include both those of the weapons enterprise and the monitoring
system.For example, enterprise processes may include chamgthe weapon lifecycle state,
transportation to other sites, or maintenance activities. Monitoring system processes
incorporate activities defined by Concepts of Operation (CONOPS). Likewise, enterprise
resources and constraints, for example, inclutteage capacities and dismantlement bay
availability. Example monitoring system resources are inspectors and monitoring system
equipment.

PNNL developed such a DES that seeks to capture all processes and decision points associated
with the progressions ofirtual weapons through the monitoring system from initialization

%0 ance K. Kim, Guido Rendad GiacomoG. M. CojazZi Methodological Aspects of the IAEA State Level Concept

and Acquisition Path Analysis{Al I 4§ SQ& b dzOf SI NJ CdzSt / &0f Sz wStI 4GSR /I L}O
Acquisition Paths ESARDA Bulletino. 53 (2015).

5LE.Staton,G.CatesR.Finn,K. M.Altino,K L, Burnsanda ® 5® 2 I §az2ys a! asS 2F 59{ az2RS$S:
[ Fdzy OK ! @I At oAt AGE F2N {[ (Pasadera,sifornia Mayl2@& h LISNI GA2y & / 2
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through dismantlement? The simulation updates weapon progression (simulated physical
movements and state changes at appropriate points) over the item lifecycle@oatil
dismantlement(see Figure 1V2-3). Simulation of weapon lifecycles provides the basis for
assessing how the order, frequency, and combination of functions in the CONOPS affect system
performance. In addition to being a suitable framework for warhead monitoring activéties,

DES approach also allows for a ldegn view of the entire weapon monitoring process over a
treaty regime.Once the DES framework is established and associated simulation parameters
and logic (rules) are established, the simulation can be run ovedesiyed period (from

months to years to decades). discrete event simulation approach can directly output metrics
of concern to evaluate overall system performance. In this case such metrics might be related
to overall confidence in the warhead monitoridgclaration by a treaty partner as a function of
the rules, CONOPS, and monitoring technologies that might be deployed.

Beyond providing insights related to warhead monitoring, a DES approach also enables analysis
of warhead monitoring inspection effecémess/confidence under various inspection paradigms
(random, targeted, etc.) along with specific evaluations and sensitivity assessments of
associated sampling plans.

FigurelV-2-3. DES Simulation Framework

Core Modules

q Weapons

Ground Truth
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Monitoring Inspection Analysis
g Module ~ Reports Algorithms
Declaration ‘

L Module Declarations

Because future treaties related to arms contvall likely include multilateral treaty partners
andnon-nuclear weapos Sates, the use of declarations as a confidence building measuae

good first step to engage these new treaty partners in the futtereover, these declarations

willalsoF 2NY | ({y2¢6f SRISoIFasS FT2NIAYF2NNIGAZ2Y LISNII
weapons enterpriseCl f &S RSOf I N GA2y&a O2dzZ R fSIR- G2 F LI
monitoring regimeMethods such as DES have been proposed to quantify that leviekof r

improve the ability to detect false declarations and associated uncertainty, and characterize if

and how much deterrence can help reduce that risk by a system that can identify false
declarationsUltimately, this capability can be used to inform edty negotiator and the

results could also apply to the IAEA and the Treaty on theMoliferation of Nuclear

Weapons (NPTecauseR S Of | NI GA2ya O2dzZ R 6S @l tdZd ofS @SNA

2/ @ t SNJAYyax SO It dX 4! aRFAURNKYIFG X 246 (B2 DAFFSOI R D Sy ISK]
Materials Management 56th Annual Meeting, 20'adian Wells, Californjauly 201%
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obligations, if applicable under country specgafeguards agreement$his analysis could
potentially be used to increase confidence in these declarafiwhgch the IAEA uses to
determine compliance.

Game Theoretic Methods

Within the game theory field, inspection games have been developed to modetldgonship
0SUBSSY Yy AYyalLlSOG2NI FyR K2ad G2 FaOSNIFAyYy (K
agreement®® An inspection game can account for the specific requirements of a treaty,

LINF OGAOIFE tAYAGIFOA2Yy A 2y fedid inleréstirRvidlatind la & dzZNDO S a =
simpletwo-player nonRO2 2 LISNI 0 A @S Il YSIE +y AyalLSOodz2Nna 32t
detect with high probability any violations that may occur. A host has the choice to violate the
agreement or not, and if theyi®ate, their goal is to avoid detection (assuming there is some

negative consequence to a violation). In the random sampling inspection framework, game

theoretic methods can be used to assess optimal inspection parameters such as sample size

(i.e., numberof items or sites inspected) as well as optimal politépainishmen€ to deter a

violation. The results of game theory implementation directly inform best inspection practices,

such as number of items to be inspected to maximize noncompliant item detecti

As in the previous sections, a major challenge is identifying the approximate noncompliance

level of a site oBate. In addition, game theoretic frameworks also require some knowledge of

I K2adQa AyGaSNBad Ay @A 2 tneelldquahtifying theNdabpedisS R (i 2
subjectivity doesffectthe game formulation and resulting confidence in inspection results.
However,incorporatinghistoric data to inform violation probability and the corresponding

number of potentially noncompliantéms, or even worstase estimates, can moderate
adzo2c2SOUuA@AGREQa NRES YR AYONBlFasS O2yFARSYyOS A
Recent advancésin safeguards game theory include quantifying advantageSmait@ for
noncompliance using quaity and attractiveness of material/item obtained by violation, with
attractiveness increasing the closer a material is to weapmable(see Table R2-3). This adds
complication to the game theory model, as it includes an extra simulation step to generat

these guantities, making it primarily applicable at the site level rather than system level, but
removes subjectivity from the final analysis of the game as well. Overall, game theory models
provide increased confidence that current and future inspectitethods best implement finite
resources to minimize the payoff of noncompliance for a host, and thus maximize deterrence

and noncompliance detection. We believe game theoretic methods are a useful approach and

will continue to see increased interest ineum both the arms control and disarmament and the
safeguards domains.

53 R.Avenhausginspection Games in Arms ContédEuropean Journal of Operational Resed@®0{1996).
54R.M.WardandE.A. SchneidedA Game Theoretic Approach to Nuclear Safeguards Selection and Optintization
Science & Global Secur{8016).
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TablelV-2-3. ExampleGame Tabldor Inspector Host Relationship Assuming Inspection Is
Synonymouswith Detection(C is physical cost of inspectiorreflects practicalconstraints)

Inspectoh host Compliance | Violation
Inspection -C/0 1/-1
No Inspection 0/0 -1/1

Conclusion

In closing, it is important to remember that confidence is not necessarily somethingrtleat

can quantifimmediatelydue to the subjectivity and the reality of what is required to verify
compliance. It may not bpossibleto collect all information thatvould be necessary to deliver
complete confidence because of limitations of resources (number of inspectors that are both
F@FAflofS YR GNIAYSROI GAYS O60GKS |Y2dzyld 27
access to the sites), access conistis (host safety or security restrictions that limit access or
restrict inspection activities in specific environmentsnd ultimately the cost of conducting an
inspection. Instead it may be more realistic to understand that confidence is achieved throug
layers of evidence that ultimately deliver more complete perceptions thrquigtiormsthat

include direct comparative analytics tools, tools that can compare suites of tools or approaches
and groups of activities, and systems level analysis that pre\dadegher level understanding of
both what is required for compliance at the highest level and which things are most important.
The addition of random selection approaches demonstrates evidence over time of behaviors,
processesand procedures that canhtough consistency, demonstrate compliance with the

treaty obligations.

When measuring the confidence of different random selection approaches, it is important to
remember that not all tools and mechanisms are created equal. In many cases, there are spaces
where subjectivity and perception retain roots. Additionally, there rhaydifferent types of

random selection needs depending upon the circumstances or objectives of the verification.
The random selection of items/weapons at a site verifies presence of declared numbers of
itemswhereas the random selection of sites/facilgigerifies the absence of declarable
items/weaponsBecause of these differencebe effectiveness of assessment tools may also
differ, based upon the overall verification objective (verification of absence at declared or
undeclared sites or presence oédared numbers of items). Statistical approaches, for

example, might be appropriate for the assessing approaches that look to determine presence of
declared numbers of itemsyhereasthe examples of the IAEAPA the DESand game

theoretic methods may benore effective for verification of absence at declared or undeclared
sitesassessments and provide a level of confidence that material is not being diverted
clandestinely to weapons programs. In turn, methods likeAlECthe AoA and theAHP
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provide alevel of confidence that the tools in use provide adequate information for program
assessments for both verification of absence at declared or undeclared sites and presence of
declared numbers of items objectives.
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Paper 3.How to Resolve Inspection Ambigties

Working Group 4: Verification of Nuclear Weap&@reclarations

November 2019

Abstract

Thispaperaddressesvays to resolve ambiguities, that is, uncertainties about the compliance of
arms control/disarmament and neproliferation treaties by presenting existing examples
includingmultilateraland bilateral arrangements€=xamplesncludenot onlynuclear weapyg™ a Q
arrangementsbut alsochemical, biologicabnd conventional weaporsecausene can learn
lessons from them as well. Each arrangement has its own mechanism to address/resolve such
ambiguities, but we can see roughly four kinds of mechasigh) internal consultation
betweeninspectedIate personnel orsite andthe inspectingentity, (2) additionatreaty

mandated or agreed (and possibly more intrusive) inspections, (3) resolution in a standing
compliance body, and (4) intervention of theitéd Nations, including that of the Secretary
General and a specific body established under Security Council resolt@ysare chosen
according tocircumstancesuch as numbers of contracting parties, their relaticarsd political
circumstances surrauding contracting parties, and independence of an inspecting body.

Introduction

Thispaperconcerns ways to resolve ambiguities, that is, uncertainties about the compliance of

arms control/disarmament and neproliferation treaties. IrPhase ) Working Group 2
addressedi h-y A0S Ly alLlSOGA2ya¢ olaSR 2y fSaazya €SIN
Deliverables Four, Five, and Six mention ways to address disagreement or ambiguity: internal
consultations between thenspectedSate and the inspection teaptomplete documentation

of discrepancies or ambiguities in the Inspection Report, if the twogmere unable to resolve

them; and roles of thecompliancebody in resolving discrepancies or ambiguities.

Althoughan ambiguity can be an indicator of cheating, it can also be something more innocent.
An ambiguity can be a failure, for variogmsonsto obtain the expected outcomes of agreed
proceduresFor example, thénspectedparty may not correctly take the required

measurements of the accountable object during an inspection or the measurement procedure
or a piece of equipment did not fution properly. The object itself may vary in length or
circumference more than the expected valbecausatems are not always uniform in sizer,
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the object may not be present at the time of the inspection because it has been moved to a
different locatbn and the notification of movement has not caught up.

Thispaperpresents examples of measures to address ambiguities in relevant arms
control/disarmament and nosproliferation regimes.

International Atomic Energy Agency Comprehensive Safeguards
Agreement

The basic undertaking of the International Atomic Energy Agency (IAEA) Comprehensive
Safeguards Agreement (CSA) under the Treaty on theR¥aliferation of Nuclear Weapons
(NPT) is to ensure that safeguards are applied on all source or special fissiorzeélial in all
peaceful activities within the territory of &ate, under its jurisdiction, or carried out under its
control anywhere, to verify that there are no indications of diversion of declared nuclear
material and the basic undertaking of the Afohal Protocol is to ensure that there are no
indications of undeclared nuclear material or activities fade as a whole from peaceful
nuclear activities.

The IAEA pursues three generic safeguards objecii{e® detect any diversion of declared
nuclear material at declarefacilities, or locations outsidiacilities (LOFsyvhere nuclear
material is customarily used2)to detect any undeclared production or processing of nuclear
material at declared facilities or LOFs; ar8),t6 detect any undclared nuclear material or
activities in a State as a whole. To this end, inspection is carried out.

The IAEA may carry out four types of inspections: ad hoc inspection, routine inspection, special
inspection, and unannounced/short notice inspection. Untte CSA, if the IAEA considers that
information made available by a State, including explanations from a State and information
obtained from routine inspections, is not adequate for the IAEA to fulfill its responsibilities, the
inspectedStateand the IAA shall consult forthwith. As a result of such consultations, the IAEA
may conduct special inspections in addition to routine inspectid@pecial inspections have

been rarely implemented by the IAEA and only in cases where there were serious susgicions o
a breach of the obligations of a State with a Safeguards Agreement in force.

Any disagreement between the IAEA Secretariat and the State concerning the need for access
to information or location in addition to that specified for ad hoc and routine inspeavould
be reported by DirectefSeneral to the Board of Governors. The Board could request the
DirectorGeneral to initiate the procedure for carrying out such an inspection. If the State

SSJAEAThe Structure and Content of Agreements between the Agency and the States Required in the Connection
with the Treaty on the NorProliferation of Nuclear WeapoitNFCIRC/153 Article )i 7
https://www.iaea.org/publications/documents/infcircs/structurand-contentagreementsbetweenagencyand
statesrequired-connectiontreaty-non-proliferation-nuclearweapons
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denies access or the IAEA to carry out the special inspectierBdards may report the matter
to the Security Council.

If the outcome of the special inspection is that undeclared facilities, locatovmaaterials are
foundthat should have been declared under the safeguards agreement, it would be for the
Board to déermine what action should be taken to remedy the rommpliance in accordance
with Article Xllof the Statute.

If the outcome of the special inspection is that in view of the available evidence, the question
that gave rise to the inspection are not adequately resolved and the IAEA is unable to verify
that there has been no diversion of nuclear material required to be safeguarded under the
Agreement, the Board may, as provided for in CSA, make a report to the M&tdier the
Security Council and General Assembly or take the other measures provided for inXArGcle

of the Statute, as appropriate.

Any questions arising out of the interpretation or application of the Agreementp#mges

must, at the request oéither, consult about it. Any dispute arising out of the interpretation or
application of the Agreement may be submitted to an arbitral tribunal, whose decisions would
be binding on both partie%®

The Treaty between the United States of America and the ais
Federation on Measures for the Further Reduction and Limitation of
Strategic Offensive Arms

Ambiguities that arise during an inspection are recorded in an inspection reftroughthe
inspectedparty may offer a means to resolve the ambiguity, sasha different measurement
or a different way to make a measurement, timspectng party maynot consider the
ambiguity to be resolved.

Part Six of the New START Tresgtablishes the Bilateral Consultative Commission (BCC). The
authority of the BCC includes, inter alia, the resolution of issues regdrding.Jl dedpiisfce,

the resolution of questions raised by a side, and the resolution of ambiguities that may arise
during inspections. The BCC may also reach agreements on additional measures to increase the
viability and effectiveness of the Treaty. This latter authority can be critical to the resolution of
compliance issues. Tleint Compliance and Inspection Conmsioa JCICkerved the same

purpose for the START Treaty.

A session of the BCC must be convened at the request of g@igngrnormallyin Geneva,
Switzerland, and no fewer than two sessions of the BCC must be convened each year, unless
otherwise agreed.

56 INFCIRC/153 Article 22
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The agenda for each session consists of the questions specified pattes in their

communications. Additionally, questions can be raiaad discussed by theommissioners

the intersessional period. Thus, iparty has documented ambiguities thatecurred during an

inspection (i.e., failure to obtain requested/requireseasurements of an accountable item,

incorrect measurements, lack of access, etc.), these can become agenda items for the session.
Additionally, if gparty has questions about anothet NIi @ Qa O2YLX Al yOSz G(GKSe@
as a proposed agenda item.

Resolvingmbiguities or compliance issues can take the form of promises to correct the
behavior or activities that led to the ambiguity declaration. In saasesjt may be necessg

to reach a newBCGagreement on procedures. For example, under the original START,Treaty
access to a certain building that had been accessible on a previous inspection was denied due
to an unannounced change in the entrance to the building. fdréeseventually reach an
agreement that resolved the issue.

Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and ®heir Destruction

The Convention on the Prohibition of the Developmétipduction, Stockpilingand Use of

Chemical Weapons and on their Destruction (CWC) has two mechanisms to resolve ambiguities
regarding compliance of the Conventidhe consultation mechanism (consultations and

request for clarificatior?! and theChalleng Inspectior??

Without prejudice to the right of any Stafmrty to request a challenge inspection, Stateties

of the CWC should first make every effort to clarify and resolve, thorough exchange of
information and consultations among themselves, anyterahat may cause doubt about
compliance with the Convention, or which gives rise to concerns about a related riater

may be considered ambiguous. In response to that, a ity that receives a request for
clarification of any mattethat the requesting Statearty believes causes such a doubt or
concern is obliged to provide it, in any case not later than 10 days after the request, with
information sufficient to answer the doubt or concern raised along with an explanation of how
the information povided resolves the matte¥

Additionally Stateparties can request an esite challenge inspection of any facility or location
in the territory or in any other place under jurisdiction or control of any other Spargy for

57 Convention on the Prohibition of the Developnt, Production, Stockpilingnd Use of Chemical Weapons and
on their DestructioCWC)Article 1X Subparagrapls 1¢7, https://www.opcw.org/chemicalweapons
convention/articles/articleix-consultationscooperationrandfactfinding.

58 CWCAtrticle IX Qubparagrapls 8¢25, https://www.opew.org/chemicaiweaponsconvention/articles/articleix-
consultationscooperationrandfact-finding.

59 CWCArticle IX Qubparagraph 2https://www.opcw.org/chemicaiweaponsconvention/articles/articleix-
consultationscooperationrandfact-finding.
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the sole purpose of clarifyg and resolving questions concerning possible-oampliance with

the provisions of the Convention, and to have this inspection conducted anywhere without
delay by an inspection team designated by the Dire€&eneral of the Organization for the
Prohibiton of Chemical Weapons (OPCW) and in accordance with the Verification Annex. This
challenge inspection mechanism has no limit on inspection target, and [&ieties have no

veto. Converselythe Convention has a system to avoid any abuse of this righitjghif the
Executive Council of the OPCW considers inspection request to be frivolous, abuslearly
beyond the scope of the Convention, it can decide by a tiopesrter majority of all its

members against carrying out the challenge inspectfon.

With regard to the challenge inspection, tirespected Stateshall have X) the rights and
obligations to make every effort to demonstrate its compliance with this Convention and, to
enable the inspection team to fulfil its mandat@) the obligation to povide access within the
requested site for the sole purpose of establishing facts relevant to the concern regarding
possible norcompliance; and3) the right to take measures to protect sensitive installations,
and to prevent disclosure of confidentiaformation and data, not related to the Convention,
and shall assist the inspection team throughout the challenge inspection and facilitate i3 task.

The final report shall contain the factual findings as well as an assessment by the inspection
team ofthe degree and nature of access and cooperation granted satisfactory implementation
of the inspection, and the Executive Council reviews it and addresses any concerft)as to (
whether any norcompliance occurred2f whether the request had been within tiseope of

this convention; and3) whether the right to request a challenge inspection had been abused. If
the Council concludes that further action may be necessary, it shall take the appropriate
measures to redress the situation and to ensure compliamitie the Conventiorf?

To date, the challenge inspection has never been requested and executed.
Ly GKS OFrasS 2F GKS RSaldNHzOGA2Y 2F {&8NAI Qa OKS
adopted decision E®I-33/DEC.1, which was unanimously endorsed by the UN Security Council

Resolution 2118. This decision requires Syria to allow inspectors the immadienfettered
right to inspect any site identified as having been involved in the chemical weapogiam

Treaty on Conventional Armed Forces in Europe

Under the Treaty on Conventional Armed Forces in Europe (CFE), SBtdies shall, whenever
possille, resolve during an inspection any ambiguities that arise regarding factual

80 CWCArticle IX Qubparagrapls 8¢9 and 14 https://www.opcw.org/chemicalweapons
convention/articles/articleix-consultationscooperatiorrandfactfinding.

61 CWCArticle IX Qubparagrapls 11 and 2Qhttps://www.opcw.org/chemicalweapons
convention/articles/articleix-consultationscooperatiorrand-factfinding.

62 CWCArticle IX Qubparagrapls 21-23, https://www.opcw.org/chemicaiweaponsconverion/articles/article-ix-
consultationscooperationandfact-finding.
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information 82 Whenever inspectors request the escort team, a group of individuals assigned by
aninspected Statgarty, to clarify such an ambiguity, the escort team shall prdynptovide

the inspection team with clarificatiorf$.If inspectors decide to document an unresolved
ambiguity with photographs, the escort team shall cooperate with the inspection &#aking

of appropriate photographs using a camera capable of produostgntly developed

photographic prints. If an ambiguity cannot be resolved during the inspection, then the
guestion, relevant clarificationgnd any pertinent photographs shall be included in the
inspection report®

Inspectors shall have the right toka measurements to resolve ambiguities that might arise
during inspectionsSuch measurements recorded during inspections shall be confirmed by a
member of the inspection team and a member of the escort team immediately after they are
taken. Such confirmedata shall be included in the inspection repéft.

The inspection report may be, as a rule, made available to the Joint Consultative Group, which
is a consultative body established in 1990 to resolve ambiguities in compliance of the Treaty.
The group is amposed of representatives designated by each Spargy, and if needed,
alternates,advisors, and experts of a Statgarty may take part in the proceedings. They meet

for regular sessions to be held two times per year, in addition to that, at the requi@ste or

more Stategarties additional sessions must be conveiéd.

Comprehensive NucleafestBan Treaty

The Comprehensive Nucle@iestBan Treaty (CTBT) has not entered into force. It has its own
verification regime to verify compliance with the Treat) an International Monitoring System
(IMS) (2)consultation and clarification, ()n-site inspection(OSland (4)confidencebuilding
measure<8 Althoughthese mechanisms are nall usedprior to entry into force the IMS

system isnearly complete and operating provisionallyycan and has been used to monitor
activities. Information from the IMS is shared through the International Data Center with
Signatories to the TreatpSlannot take place pending the entry into force oétfireaty, but
various exercises have been done such adrtegrated Field ¥ercise in Jordam 2014 as

well, the manuals for conducting OSI are still being prepared so that once the Treaty is in force,
full implementation of its provisions can proceed.

Verification activities must be based on objective information, must be limited to the subject
matter ofthe Treaty, and must be carried out on the basis of full respect for the sovereignty of

83 Treaty on Conventional Armed Forces in Eur@etion VJIArticle 38

64 CFESection V|Article 38

85 CFESection V|Article 38

86 CFESection V/Article 37

57 Protocol on theJoint Consultative Group Artidéc4, https://fas.ora/nuke/control/cfe/text/prot_jointcons.htm
68 Comprehensive NucledrestBan TreatfCTBT)Article 1V, 1,
https://www.ctbto.org/fileadmin/user_upload/leqal/CTBT "English_withCover.pdf
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Statesparties and in the least intrusive manner possible d¢stesit with the effective and
timely accomplishment of their objectives. Each Staety must refrain from any abuse of the
right of verification®

Statesparties should, whenever possible, first make every effort to clarify and resolve, among
themselvesor with or through the Comprehensive NuclebBestBan Treaty Organization, any
matter that may cause concern about possible raympliance with the basic obligations of the
Treaty. This mechanism will not affect the right of any Spairty to request arOSI’° A State

party that receives a request must provide the clarification to the requesting ptatyg, as

soon as possible, in any case no later than 48 hours after the refuesttateparty shall have

the right to request the DirecteGeneral to asst in clarifying any mattethat may cause

concern about possible necompliance with the Treat{? A Stateparty also has the right to
request the Executive Council to obtain clarification from another Siatty on any matter

that may cause concern abopbssible norcompliance with the basic obligations of the
Treaty’3In this case, the requested Statarty must provide the clarification to the Executive
Council as soon as possible, but in any case no later than 48 hours after its fétetipe.
requesting Stateparty deems the clarification to be inadequate, it has the right to request the
Executive Council to obtain further clarification from the requested Siatey. If the

requesting Statgarty considers the clarification to be unsatisfactonhas the right to request

a meeting of the Executive Council. The Executive Council must consider the matter and may
recommend any measure to redress a situation and to ensure compliance, including sanctions
in accordance with the Articlé, that is, resticting or suspending the Staparty from the

exercise of its rights and privileges under this Treaty, recommending to &tetes collective
measureghat conformwith international law and bringing the issue to the attention of the
United Nations.

The sole purpose of adSilis to clarify whether nuclear weapstest explosion or any other
nuclear explosion has been carried out, and to the extent possible, to gather anyhiaicts
mightassist in identifyng any possible violatof® The requesting Statgarty must present the
OSlrequest to the Executive Council. The Executive Council must begin its consideration
immediately upon receipt of the request, and take a decision on the requekitar than 96
hours after receipt of the requegf. TheOSlirequest must include necessary information,
including all data upon which the request is based and the result of a consultation and

89 CTBTArticle IV, 2, https://www.ctbto.org/fileadmin/user_upload/legal/lCTBT English_withCover. pdf

0 CTBTArticle IV, 29, https://www.ctbto.org/fileadmin/user_upload/legalETBT English_withCover.pdf

"L CTBTArticle IV, 30, https://www.ctbto.org/fileadmin/user_upload/legdCTBT English_withCover.pdf

72 CTBTArticle 1V 31, https://www.ctbto.org/fileadmin/user_upload/legal/CTBT_English_withCover. pdf

73 CTBTArticlelV, 32, https://www.ctbto.org/fileadmin/user_upload/legal/CTBT _English_withCover.pdf

74 CTBTArticle 1V, 32 (b), https://www.ctbto.org/fileadmin/user upload/legal/CTBT English_withCover. pdf
S CTBTArticle IV, 35, https://www.ctbto.org/fileadmin/user_upload/legal/CTBT..English withCover.pdf

76 CTBTArticleIV38, 39 and 46

https://www.ctbto.org/fileadmin/user_upload/leqal/CTBT "English_withCovef..p
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clarification or explanation of the reasons why such a consaftaand clarification process has
not been carried out’

TheOSMill be conducted in the least intrusive manner possible, but then proceed to more
intrusive procedures only as it deems necessary to collect sufficient information to clarify the
concern alut possible norcompliance with the Treat{® Upon conclusion of the inspection,
the inspection team shall meet with the representative of thepected Statgarty to review

the preliminary findings of the inspection team and to clarify any ambiguities.

The DirectotGeneral of the Technical Secretariat must promptly transmit the inspection report
to the requesting Statearty, theinspected Statgarty, the Executive Council and to all other
Statesparties, after making draft inspection report availabdethe inspected Stat@arty 8 The
Executive Council must review the inspection report and address any concern as to whether
any norrcompliance with the Treaty has occurred and whether the right to requeS2@has

been abused! If the Executive Councitaches the conclusion that further action may be
necessary, it must take appropriate measures in accordance with Avtiéle

Conventionon the Prohibition of the Development, Productigmnd
Stockpiling of Bacteriological (Biological) and Toxin Weapond an
TheirDestruction

The Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on their Destruction (BWC) includes no
verification mechanism, such &S] which enables Statearties to this Conventio to
systematically finabr resolveambiguities. Yethere aretwo mechanisms to addressigwithin

the Convention.

The first one is consultation and-operation within relevant Statparties to this Convention.
Article V of this Convention stipulatedat the Stategarties undertake to consult one another
and to ceoperate in solving any problentisat may arise in relation to the objective of, or in
the application of the provisions of, the Convention. Consultation anrdpg@oation pursuant to
this Article may also be undertaken through appropriate international procedures within the
framework of the United Nations and in accordance with its charter.

The second one is lodging complaints with the Security Council of the United Nations. According
to Artide Vlof this Article,if any Stategparty to this Convention finds that any other Sta@rty
is acting in breach of obligations deriving from the provisions of this Convention, it may lodge a

77 Protocol Partll, Article 41 , https://fas.org/nuke/control/cfe/text/prot_jointcons.htm

"8 CTBTArticleV,58, https://www.ctbto.org/fileadmin/user_upload/legal/CTBT _English_withCover.pdf
7 Protocol Partl, Article 109 https://fas.org/nuke/control/cfe/text/prot _jointcons.htm

80 CTBTArticle IV, 58, https://ww w.ctbto.org/fileadmin/user_upload/legal/CTBT..English withCover.pdf
81 CTBTArticleV, 65, https://www.ctbto.org/fileadmin/user_upload/legal/CTBT English with€opdf.

82 CTBTArticle IV, 66, https://www.ctbto.org/fileadmin/user upload/legal/CTBT_English_withCover. pdf
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complaint with the Security Council. Such a complaint showldde all possible evidence
confirming its validity, as well as a request for its consideration by the Security Council. Each
Stateparty to this Convention undertakes to-@perate in carrying out any investigatidimat

the Security Council may initiaten accordance with the provisions of the Charter of the United
Nations, on the basis of the conapit received by the Council, the Security Council shall inform
the Stategarties to the Convention of the results of the investigation.

A further two measurs have been established outside the convention to counter alleged use of
bacterial (biological) and toxin weaporidefirst is the investigation mechanism carried out by
the SecretaryGeneral of the United Nations, which was established byRésolution42/38 C

of the United Nations General Assembly. The investigation is carried out in response to reports
that may be brought tahe SecretaryD Sy S Btleritidh &y any Member States concerning the
possibleuse of bacteriological (biological) or toxin asives chemical weapons in order to
ascertain the facts of the matter, and to report promptly the results of any such investigation to
all Member State§® The Secretar@General, with the assistance of qualified experts provided

by interested Member Stateslevelops further technical guidelines and procedures for the
timely and efficient investigation of reports of the possible use of such weafjdnsrder to
conduct investigation, the SecretaGeneral {) appoints experts to undertake investigation,

(2) where appropriate, makethe necessary arrangements for experts to collect and examine
evidence and undertake such testing as may be requiddels assistance as appropriate

from Member States and the relevant international organizatigns.

The. 2/ Q&4 YSOKIyAaYa KI @S yS@OSNI 0SSy dzaSR (2 RI
Investigations by the Secretafyeneral have never applied to bacteriological (biological) and
Toxin Weapons case, botechanisms werput to use in chemical weapons cases in Syr a

Iraq.

Thesecondis investigatiorconductedby the Security Council based on its resolutions in

specific cases of suspected use of WMD, including bacteriological (biological) weapons. In 1991
the Resolution 687 was adopted, which authorized the estélisnt of the United Nations

Special Commission on Iraq and the United Nations Monitoring, Verification and Inspection
Commission. Their mechanisms can be seen in the next section.

United Nations Special Commission on Iraq

The United Nations Special Comnoss(UNSCOM) on Iragq was created by the Security Council
Resolution 687 ofApril 3, 1991. Its mandate was (1) to carry out immedi&8Iof Irag@

biological, chemicalhnd missile capabilities, (2) to take possession for destruction, renmval
rendering harmless of all chemical and biological weapons and all stocks of agents and all

83 United Nations General AssempResolution 42/38C, paragraph 4https://undecs.org/en/A/RES/42/38
84 United Nations General AssempResolution 42/38 Cparagraph 5Shttps://undocs.org/en/A/RES/42/38
85 United Nations General AssempResolution 42/38 Cparagraph?, https://undocs.org/en/A/RES/42/38
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related subsystems and components and all research, development, supgoat

manufacturing facilities, (3) to supervise the destruction by Iraq of all its ballisticesigsth a
range greater than 150 km and related major parts, and repair and production facilities, (4) and
to monitor and verify Ira@ compliance with its undertaking not to use, develop, constmict
acquire any of the items specified abovdde Commigen was also requested to assist the
Director General of the IAEA, who was also requested to undertake activities sinitas&oof

the Commission but specifically in the nuclear field. Further, the Commissi®entrusted to
designate for inspection gnadditional site necessary for ensuring the fulfilment of the
mandates given to the Commission athé IAEA.

With regard to monitoring and verification, the Secret&gneral and the IAEA Director
General submitted to the Security Council two separatedbosely coordinated plans for
compliance monitoring. Under iResolution 715 of Octobet1, 1991, the Council mandated

the Commission to implement the plan for ongoing monitoring and verification of permitted
chemical, biologicabnd ballistic missilactivities. The Council also requested the Commission
to assist and cooperate wittme IAEA in the implementation of the plan for ongoing monitoring
and verification in the nuclear field.

Under the plans, Iragias obliged to provide, on a regular basid|,faomplete, correctand

timely information on activities, sites, facilities, mateyial other items, both military and
civilian, that might be used for purposes prohibited under relevant resolutions. Furthermore,
the Commission anthe IAEAhad the right to carry out inspections, at any time and without
hindrance, of any site, facility, activity, materiat other items in Iraq. Thegouldconduct
unannounced inspections and inspections at simmtice andinspect on the ground or by aerial
surveillance any number of declared or designated sites or facilities.

The resolution has no provision of the limitation on time and location of inspestiso it is
understood that there was no need for further technical mechanisms to resolve ambiguities as
inspectors could simply undertake further inspections and any outstanding issues could be
dealt with directly at the political level.

CKS /2YYA&aaArz2yQa AyalLlSOlA 2 sultiblg\RMDE ideluidingdzokea A 2y |
than 40,000 chemical weapons anabre than800 scud missiles, and their destruction.

Conclusion

Inthe eventof ambiguities we can see roughly four kinds of mecsimato address/resolve
them: (1) internal consultation betweeimspected statgpersonnel orsite andthe inspecting
entity, (2) additionatreaty mandated or agreed (and possibly more intrusive) inspections, (3)
resolution in a standing compliance bodyda(4) intervention of the United Nations, including
by the SecretaryGeneral and a specific body established under Security Council resolutions.

During internal consultatiordifferent measures to address ambiguities could be offered,
including inspectionad hoc measurementsr procedureto be recorded, but this would not
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necessarily resolve the ambiguities. In such a cadationswould be left to a political
decision, not the inspectingntity.

In regard to compliance bodies, for multilateral trezgtj they tend to be independent, for

example, the IAEA for the NPT. For bilateral treaties such as START and New START, they are

not independent but composed of representatives from both parties. In principle compliance

bodies areusedin case partieto an agreementare unable to resolve ambiguities and

O2YLX Al yOS AadaadzSa Iad | 2SN fSOStd | 25SPHSNE
but become agenda items for the work of their respective compliance bodies. At the

compliance body, the pads should be prepared to explain what transpired during the

inspection. This is usually documented in the inspection report itself but may need further

SELX FylLdAaz2yd Ly GKS OFasS 27  lhdshadybalsidgtte NB I NRA
guestion musbe able to provide some evidence ieinforcetheir questions or concerns.

As for the intervention of the United Nations, the examptésd above were created under
unique circumstances, archrefulstudyshould be applied tavhether they would begenerally
appropriate for future disarmament verification arrangements under a mutually agreed
multilateral treaty.

These four mechanisms are chosen according to circumstances such as numbers of contracting
parties, their relations and political circumstaes surrounding contracting parties, and
independence of an inspecting bodyso note that even when a treaty has a resolution
mechanism, contracting parties may be reluctant to use it. Addressing such a challenge is
important for future work toward globlezero.
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of the Influence of Cultural Norms and Changing
Cultural Behaviors on Nuclear Cultures

Working Group 4: Verification of Nuclear Weap@reclarations
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Abstract

Cultural anthroptogy explores the influences of both shared cultural beliefs and practices, and

social and cognitive cultural structures on societal behavioral norms and environments. This

paper seeks to distill cultural anthropology even more narrowly, to explore the oyp

influences and manifestations of those beliefs, practiegesl cultures within the nuclear

culture and in the inverse, what influences the elements of nuclear culture may have on

broader cultural and behavioral norms. The study of cultural anthropolegrounded in

observation, thus the information provided by this paper will be revealed through the

explication of Heuristic Inquiry to explain the lived experience of the nuclear cultural

environment® The one issue with any explorative inquiry, indhgdheuristics, is the potential

F2N) OSKFGA2NIt YAAAYGSNIINBGFGA2Y & | NBadzZ a
commonly described with the termmirror-imagingé a practice through which a behavioral

interpreter establishes perceptionsbfy 2 1 KSNJ LI NI e Qa I OliA2ya 2NJ Ay
AYGSNLINBGSNDA LISNER2YIlIf SELSNASYOSa FyR Odz G dzN.
inquirers must ensure that only facts are gatheraddthat those factsare based upon open

ended and norguidng questions and empirically validated, historic informatiem that the

resulting themes are grounded in fact.

The Importance of Understanding Nuclear Cultural Anthropology

Nuclearcultural anthropology helps to explain the social and cultural behaviors that influence

how and whynuclear weaporpossessoB&ates undertake different actions and exhibit or foster
behaviors that are inherent to their nuclear safety and security environn#ttitough some

common anthropological themesxistacrossnuclearweaponpossessofates, the influence of

0KS ydzOf SI NJ Odzf G dzNB Yl & YIyAFTSad AGasStFT RAFTES
very large and culturally diverseiclearweaponpossesspSates, thosemanifestations may

86 C.MoustakasHeuristic Research: Design, Methodology and Applicafidesbury Park, Califerni&age1990).
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differ regionally as well because of internal cultural variability. An understandingioclaar
weaponpossessoBate® nuclear cultural anthropology and regional variations could be very
beneficial for treatypartners, especially when seeking to establish a common foundation from
which to work.

The understanding of these cultural influences and how they manifest can serve to foster the
development of greater trust between partn&ates. It can als®erve as anechanism to

educate partners on information that could be shared to provide greater transparency and

support future verification. Anthropological informationay include such topics as what types

2T I OGA2yakoSKI@JA2NE | NBweaphénvitonmedt, {(egA whatl  LIF NI
safety/security behaviors and actions are inherent in the lifecycle and how are they applied,

what types of elements are critically protected and why, and where there may be spaces to
collaborate which would allow foestablishingouilding trust and deliveng provisions by

which confidence can be developed), and how lifecycle elements are defined. Equally important

Ad |y dzyRSNEGFYRAY3a 2F GKS Odz GdzNI f | yR 0SKI @
how theyvary region by region, and why the different norms exist (history).

Understanding nuclear cultural anthropology as a construct will support the verification of

specific nuclear disarmament agreemerfts, example by creating over time a more

comprehensivel Y I L) 2 WeapodzériivBids/Nehaviorthatl NB (G KS ay 2 N¥YE 2 NJ
the culture and can be witnessed in regular interaction, against which it would be easier to

~ A s oA =
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The United StatesA Culture of Deterrence

The United States has a culture of deterrence, altkdoughsome might find this difficult to

believe, that deterrence culture is not simply rooted in nuclear weapons or even in defense.
Instead,within and emanating from the U.S. contexiisere are two rootcauses for deterrence.

First, an internal or domestically constructed system of checks and balances; and second, the
external deterrence dimension resulting from a matured-pelfception of vorld political roles,
postcPearl Harbor. Therefore the U.S. deterrence culture is a double helix or dyad particular to
the U.S. context and does not necessarily exist for other nuclear weapon possessors. As a result
of this dyadic circumstance, deterrenisenot simply an external response for the United

States; instead, it is embedded in the make of its cultural norms holistically.

The U.S. domestic deterrence culture originated and matured &oates and lawsbased
foundation firmly established byhe United States Constitution, its amendments, &ne Bill of
Rights. The U.S. Constitution identifies the levels and divisions of power, divided between the
executive, legislativeand judiciary branches of the U.S. government. This division of power and
authority also includes within each purview, the element of deterrefid¢e Bill of Rights and
Amendments to the Constitution are used to establish specific inalienable rights that cannot be
restricted or removed by those in authority without changing tieastitutional amendment
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itself. This level of deterrence assures that leadership is prevented from establishing rules and
laws that benefit leadership but injure the people.

This deterrence culture is firmly entrenched in many aspects of Americanpienmsmg from
education to law enforcement. In both education and law enforcemtrd culture of

deterrence demonstrates the thinking that deterrence needstoatimply defend against bad
behavior, but should also instill significant enough punishmeno ateter others from engaging

in the same behavidt. In many cases precursory behaviors are deterred at a much more gentle
level in the hopes that the threat of greater punishment, if that behavior persists will be
sufficient to prevent its escalation. the case that it is not successftie United Statedhas

provided mechanisms to deliver enough punishment and publicity of that punishment through
the guarantees of the first amendment and accessibility of journalists to information, to deter
bad actors fom following the same path that was punished.

The U.S. deterrence culture matured into something strategically actionable during World War
I, with the deterrence processes, procedures, steysl responses most broadly recognized
afterwardbetween the US and Russia in the Cold Wane cardiscern at this point because of
the existence of a Russian nuclear weap&ase with which the U.S. had to contend.

Deterrence in the U.8Russian relationship has been described as a force/counterforce
balancing agrement,usedto prevent what is agreed by both parties ascamacceptable level

of damageg a term historically referring to the potential of catastrophic civilian casualties. It is
perceived that only under the threat of such damage, would padies with such a

devastating destructive capability, agree to such balancing and prevent mutual destruction.

Althoughexternal deterrence is focused on whoever is determined to be the direct adversary,
many internal cultural behaviors and functioasistthat result from a deterrence culture and

the need to ensure that the deterrence is credifile., that it will functon as expected if
required, that the deterrer has the capability to act upon the threahd that the threat can be
communicated in such a way that it can be heard by the advexr&fhe most pertinent of

those cultural reflections includes risk aversicesulting in heightened safety and security
processes, procedureand behaviors to protect the nuclear weapon, its environmenid
personnel.

Behavioral Examples of the Deterrence Culture: Heightened Safety
and Security Processes

In a deterrence culturéhe resulting heightened safety and security processes, procedanes
behaviors should be expected to include things like access control programs.Unitked
States such programs assure that only personnel with the appropriate training andtoeed

87 G.P. Shultz, S.D. DrelhdJ.E,D2 2 Ro & 5 S {i S NNB y O SMooveriintizution Présstanfosd R C dzii dzNB
California,2010).

88 bid; andHenry D Sokolskand Robert ZarateNuclear Heuristics: Selected Whiss of Albert and Roberta

Wohlstetter, January 200https://publications.armywarcollege.edu/pubs/1985.pdf
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know have access to a nuclear weapon, and even with appropriate-teekdow, additional

F O0Saada NEBIjdzA NBYSy (i a mibBagddaofessh Vi 3 LIOIASES Rreadye S (1 S NI
related discussions, but that same approach is also commonly applied to thieyses of the

weaponSate as well. Different layers of access within sites and facilities prevent people

without access approvals for getting near nuclear weapons operations. As each layer gets closer

to the operation, the access requirement becomes mstrangent.

For those afforded access to the operational areas, no lone person can have access to nuclear
weaporsregardless of their role or certifications. All nuclear weapons facilities reqoire

fewer than two personnel to enter. Additionally, once in the facility, all personnel must be

within visual line of sight of each other for general access and none caittbe six feet of the
weapon, alone. Along with this twerson concept is an additional safety/security operational
function calledireader, worker, checket which is an approach to conducting operations that
ensures that both personnel performing waake paying complete attention to everything

going on in the conduct of that work, including the behaviors of their partner so that each step
must be affirmed as being performed correctly and recorded complete, before a new step can
be undertaken.

In maintenance configurations, additional access constraints are applied on top of the general
constraints, which ensure that if any operations are ongpoiwg people are required to be

within six feet of thenuclearweapon, and that there is no additional unesieml access during
those operations. Those two people allowed within the six feet must be certified in the Human
Reliability (HRP) or Personnel Reliability Programs (PRP), have the appropriate clearance and
training, and both be certified to conduct thetamns required for the operationlo be

approved in the HRP or PRP prograpgssonnelmust be certified to be physically and

mentally stable, and that stability is reverified annually unless circumstances require more
frequent review. HRP/PRP employeesiergo continuous behavioral observation to ensure

that external issues cannot negatively influence safety and security judgements. Additional
factors suchasrisky financial behaviors, addictive behaviors, some health condjteorts

emotional control issesmay be grounds for decertification from either program. HRP/PRP
certification gives confidence that workers can be trusted to behave within the requirements of
the environment.

In addition to these access control requirements, all processes and praeedte tightly
engineered and approved through a verification mechanism to ensure that all information has
been validated with a safety basis process. Employees anganotitted to deviate from those
procedures, and anyone caught attempting to do so fatdesevere consequences. Tools and
equipment are also scrutinized at this same level to ensure that nothing that has not already
been thoroughly reviewed and assessed can contact the nualeapon Transportation
protocolsalso existwhich determine wha items can be transferred and how that transference
can be performed. Traffic controls requirements may be in place to ensure the best probability
of safe travelas well aspecialized containenssedto protect weapons from weather hazards

in some envionments.
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Broader Cultural Context

Historically anthropologists haveonsultedthree schools of thought regarding the context of
culture: the first, espoused by Schwartzman (1992) perceives culture on a national level,
externally influencing behaviors from a national cultural perspective. The second, harkening
back to the results of the Hawthorn Studies describes culagiomething that las both formal
and informal elementshat dependon the needs, expectationand requirements of the
organization and have little to do with national culture; and the third considers culture to be
rooted instead in the organizational processes both forara informal, developing a separate
subculture to which workers within the organization belong in addition to their national, or in
our case also potentially regionalilture 8

This third description explains the crgssllination of nuclear culture andsial culture
behavioral elements that are commonly found when comparing the cultural behaviors of
nuclear weapons workers and nonclear weapons workerdn somecasesthose new
behaviors bleed into the broader community as well.

For example, in the Uteid Statescitizensare taught what is perceived as right and wrong
culturally.When applied to the nuclear weapons environment, that right and wrong become
more distinctly honed for nuclear environment specific activities, providing a strongly
reinforcedset of cultural norms that drive and control behaviors. Those things commonly
translate into social culture through the development or need for more prodeisen actions
within dayto-day external activities, heightened safety practices and teamingoiiytibis
demonstrated that when people work in these types of environmeatseparate sense of
cultural orientation emerges over time. There grows a perspective of community with the
people with whom the environment is shared, people grow to recognizerdiftly the topics

of focus, responsibilityand accountability that exceed that of traditional social culture.

Conclusion

Whilethesebehaviors may be considerédghtt Ay (G KS ! ®o{ Qitgods@dt S| NJ Sy (i &
mean that those same behaviors may basidered right for another party or may even be

defined in the same mannewhen vieved through a lens of U.S. nuclear cultudificulties

exist ininterpretingthe nuclear cultural norms of other countries as validey may notalign

with our ownbecausehey are blended from the social culture of that party and how they

definetheir nuclear environment as a result. This does not mean that it is impossil@arno |

about anotherpossessofi | (ic8itré&, only that because of cultural norms and perceptions,
ALISOATAO | OGA2ya NB ySOSaal N G2 RS@OSt2L) Iy
cultures and why those exist.

8t dzf 9@ .ASNIe& LLL yR W&/ & {aldfs/ & CaEe ofittiedliciéaizNS | y R | A 3|
{ dzo Y I Nugh& af Elanagemerf1,no. 4(1995: 639%56.
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In a disarmament context, thiseans thatpossessor stat€inderstandingpfS I+ OK 2 1 KS NI &
nuclearLebenswef® will be necessary to make progregdthoughprogress may be slow and
constrained, the maturation of that understanding as a key aspect of the progress will ensure

that a relationship can be built that may establish a foundatbtrust upon which future

collaboratiors may be built spaces can be étified in which bothor in some cases multiple

parties may still feel saf@and the diverse culturesiaynot be invalidated.Without the

development of trust, the potential for progress is tightly limited and true collabordtiaty

can never be reded.

9| ebenswelts defined ashe world of lived experience. Merriath S0 4 1 SNE a @b a[ SoSyasg St Gzé

https://www.merriam-
webster.com/dictionary/Lebenswelt?utm campaign=sd&utm medium=serp&utm source=jsonld
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Abstract

To learn as much as possible from previous verification regimes, andaelicability to the

verification of nuclear weap@declarationsWorking Groupt (WG4 undertooka trial table

top walkthrough exercise on one specii¢B | (1 @ Q& @S NNHe CahveidtibralyFordedS 3 A Y S
in Europe (CFE) Treayuch an exercise was @&dat exploring ideas and concepts from an

existing monitoring and inspection regime and to test them against the requirements for

verifying nuclear weapaueclarations. livas notexpected that verification mechanisms

developed for conventional or chenalcweapons regimewere exactly applicable in the

nuclear case, but certain aspects and concepts could be transferable. By testing the existing
mechanisms in an exercidike format,we thought itwould bestidentify relevant elements and
concepts.
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The Exercise

During the London IPNDV Plenary meeting in December 20a6ing Groupt (WG4
undertook aone-day tabletop exercise to explore whether the verification aspects of the
Conventional forces in Europe Treaty (CFE) could provide lessdatufernuclear
disarmament verification.

After reviewingsome of the existing verification regimes in previous meetings in Seoul and
StockholmWG4determinedthat the CFE declarations and verification mechanisms would be a
good starting pointThey are less complex than those found in ti&rategic Arms Reduction
Treaty(STAR)family of Treaties, yet focus on issues related to deployed anddeptoyed

weapon system of direct relevance to W@dbre than for example th€onvention on the
Prohibition of theDevelopment, Production, Stockpiling and Use of Chemical Weapons and on
their Destruction(CWG@, which has a greater focus on monitoring civilian industry and weapons
destruction.WG4also thought it waselatively obvious that START and New START wauél h
transferable elements, and hence it would to be more instructive to see if a verification regime
from a very different arem in this case a conventional arms control agreemeotuld indeed
provide lessons for verification of nuclear disarmament.

Two ba&ground aspects were developed in order to conduct the exercise:
1 A simplified version of the CFE declarations and verification mechgnisms
1 A scenario andfake Staté to provide the context in which the declarations are made.

The aim was to look for transfabledconcept& 8ot specific language or numerical limits. So
when the CFE has restrictions on the numbers of inspections, or minimum sizes of buildings
that could be inspected for example, it was the concept of having limits on these aspects we
wished to explore, not wither the specific limits in the CFE were appropriate for future
nuclear disarmament verification arrangements. Discussions focused on the implications of
such limitsjf they couldapply in a future nuclear disarmament arrangement, if tien why

not, ard whether we could suggest different figures more appropriate for our case, or whether
such details could only be determined during future negotiations.

The CFE concepts had to be modified and simplified to be applicable to nuclear weapon
declarations. Taid discussionghe exercise focused on aspects applicable to the declaration of
the total number of nuclear weapons in a single fake State. The participants were then asked to
focus on how the verification concepts in the CFE would aid inspectorsintegafidence in

both the initial declaration of nuclear weapsnumbers and how this is maintained. For the
purpose of the exerciseve did not differentiate between different types of nucleaeapons
andconcentrated only on the overall number of weapafezlared.Also,for the exercise, and
consistent with previous IPNDV woKG4 defineda nuclear weapon as a container with
weapors-grade nuclear and explosive material present. For delivery vehicles with multiple
nuclear explosive devices present, eacplegive device would be counted individually.
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Two weeks prior to the exercise, all W@embers were sent the simplified version of the CFE
verification regime in order to familiarize themselves wit(sgeAnnex 1. This included what
declarations need tbe made by thenuclear weapormpossessor Stateand when and how

changes to initial declarations are made if weapons are moved, prodocedduced. It also
included the basis for where and when inspections can be called, notice periods, how long each
ingpection can beand how many inspections can be undertaken each year. This included
information for undertaking inspections of both declared and undeclared locations.

At the beginning of the exercise, \W@embersreviewedthe initial declarations of our e
State, including weapons numbers, site diagraam&l photographs of delivery vehicles and
weapon containergseeAnnex 3. To add a sense of realisall the photographs provided were
of historic UK nuclear capable missiles and nuclear or militaryeckRaicilities except fora
single photograph from a historic. & missile silo (which was advertised for public sale).

The exercis@adtwo parts The first reviewed the generareaty concepts in light ahe
declaration of the StateDuring the first part, the group was guided using a presentation on CFE
Treaty concepts and were asked a series of key questions at each stage of the prbeess.
presentation and questionare in Ainex3. In the second parthe group split into four
subgroups. Three subgroupgaminedin detail how an inspection could be undertaken at a
specific weapon deployment site (naval, missile, sif@l road mobile missile base), and looked
at the practicalities and activities that glol be undertaken to verify the declarations on that
specific siteThesubgroups examined actuaherial photographs of facilities (from historic UK
sites see Anex 4. Thesubgroups examinedmplications ofboth an initial visit and subsequent
visits toconsider the process of building confidence over time. The final subgroup considered
the process and practicalities of undertaking inspections of undeclared locations under CFE
rules, with a view to confirming the completeness of the declaration. Thisreaupdooked at

the possible choices of sitésat could be inspected, how to prioritize them, and what could be
achieved in an inspection.

Information on the CFE mechanisms, the State facilitied verification options were kept to a
levelsothat they were easy to follow, to enable broad concepts to be evaluated yet not get
trapped in details. Furthenore, to facilitate these subgroup discussions, three experts were
present (one on each of the CFE, new STARTnuclear weapons) to which the subgroups
could turn to for advice.

Following discussions, each subgroup presented their findings back to the mainfgroup
comparison As with the initial discussion of the general arrangements, groups highlighted
concepts most transferable to verification of nuateveapons, concepthat could not be
transferred, or how certain concepts might be modifsmthat they would be more applicable.
In total the exercise took three twhbour sessions to complete.
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Findings fromPart One The Initial Walkthrough

The list ofquestions in Annex @nd the walkthrough presentation in Annexsat out whatWG4
was asked to consider as part of the exercise. Discussions were not limited to these questions,
but they provided the starting point for consideration of each concept, as set out below.

Concept llnitial Declarationsand Information ExchangelncludingPhotographsof
Items
CFE includes:

1 Numbers of weapons in the State
1 Photographs of delivery vehicles and containers

The3d NP dalti#dr@action was that the photographs of items were too limited. Physical
viewings and more technical data would bequired, particularly if unique identifiers, tags
seals would need to be applied to items or containditse groupalsothoughtthat it was

difficult to say at this initial point exactly what would be required in such an information
exchange, beforéhe details of the inspections had been discussed. To answer this question
would need much further work, including input from technical experts on information needed
to ensure the successful use of technologies. It could certainly be helpful to inclhdbétiexs

of delivery vehicles and containers, libe groupnoted that physical trials of measurements or
applyingchain of custody technologies may be necessary, to ensure technology was fit for
purpose and that inspections would run efficienMG4identified this area for more study
within the group and acrogte IPNDV.

Concept 2AnnualData Exchange
CFE includes:

1 Number of weapons at each site

1 Notification of changes only above pércentchanges
1 Notificationsfive days after movements

1 Sitediagrams

1 Temporary locations

An important aspect of the declaration on the overall holdingsthe difference between this
declaration and the Treaty agreed limit. In the exercibe Treaty limit was 850 weapons
within the State, the declaration was 800he groumoted that the closer the declaration to
the limit, the more extensive inspections would need to be to have confidence in Treaty
compliancepecausesmallerdiscrepancies woulbe of greater importancewith regard to
remaining below the Treatymit.

The group thought regular updates would necessarythis could beannually butcould be on
other timescales as appropriate to the agreement, depending on expected changes in such
numbers.The groupalso agreed that all changes and movementseng should be declared,
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not just changes over a certain levrcause othe relative importance of each item in a
nuclear disarmament agreement as opposed to conventional armaments in the CFE.

WG4thought post-notification was a necessary elemehgcausdor security reasons/e
believeddisclosingorenotificationand anyfurther details of transport arrangemestvould be
problematic.The group thought kowingfive days to make such a notificatiemasreasonable,
although aslightly shorter or longer delay could also be acceptaditapugh not significantly
longer.

Thegroup agreed thathe exercisesite diagrams were tlimited becausehey just provided a
functional view of the site, including only major buildings in ppraximate layout rather than

a geographical plarhe group thought it necessary to require a magalistic geographical site
diagram in order tglan efficient and effective inspectionsecausethe smallerthe nature of

the items to monitor the greate the range of buildingshat may need to be inspectedrurther
information on the State as a wholeould also be required so the relationship between
different sites and to the points of entry to tHgate could be understood. Understanding what
the IAEAequiresin site declarations would be a useful additiafthough recognition that
information available on a civil nucleGiate may be greater than on a military obecause of
security restrictionsWG4also noted that site diagrams under New STARY simbws buildings
which can be inspected, if all buildings can be inspected then potentially all buildings should
appear on the site diagram.

The concept of a temporary location could only be understood in terms of a deptuwcear
weapon on board a subamnine or road mobile delivery system. For security datense
reasonsinspectedStateswould not reveal the exact location of such delivery systems. The
weapons would still be associated with a particular base, with the number of weapons on
temporary deployment declared to inspectors in their briefing at the base. This concept would
need tobe studied closely in the second part of the exerdimsmausehese systems would not

be available for counting, but more importantly would be for inspectors to convince themselves
no extra systems could be included in such deployments, hence the déataveds accurate

and the agreementvasbeing complied with.

Concept 3Inspections atUndeclared Locations

Althoughthe CFE labels these ahallengé inspections, they are routine occurrencalwhich
each side gets a calculated number each year. The ¢ehallengé here refers to the fact they
are at undeclared sites expected not to contain declared items.

CFE includes:

9 Limit to area inspected 6&quarekilometres
1 Refusal to accept echallengeé inspection

Thegroup thought theroutine nature oféchallengé inspections with a set number allowed
each year waa significant benefitAlthougha geographical limit of some kind would be
required on such an inspection, other ways to limit such an inspection could also be considered
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rather than a set area. This could be a time limit rather taayeographicabne, or if a specific
site is chosen the bounds of that site may be more appropriate.

The concept of refusing an inspection was troubling to some members. Hoyilegaroup
realized that certain sites would have safety and security concerns, including military and
industrial sites, or operational reasons for not being able to facilitate an intrusive inspection.
Further workisrequired to see if rather than allowing a refusaldelay with some kind of
interim monitoring could be put in place for such inspections. Further study of this concept
would be undertaken in the second part of the exercise.

Concept 4Number of Inspections
CFE includes:

1 Declared sites: 1percentof stes can be visited per year
1 Nondeclared sitesonevisit per year
1 Baseline period with extra inspections allowed

WG4agreed limitsare required on the number of inspections per year for practical reasons and
to allow normal activities at the sites. TheEkiles did not seem to be fit for purpose due to

the likely much lower number of declared sites. A minimum of one visit per site per year at

each declared site appesio be required to allow inspectors to build confidence over time,
although thegroup nded that the START limit of a maximum of two visits in a year to any one
site was a practical measure. Precise numbers of visits would need to reflect the exact nature of
any agreement and the number of sites in each State.

Having more visits in an initibhseline period would appear to be a helpful concépt.
alternativeconceptcould befamiliarization visits, which allomspectors to become familiar
with sites and items, hence being able to undertake effective inspections even on first
inspections. Sthfamiliarizationsvisits couldoe undertaken at mutually agreed times, allowing
the inspected statea greater degree of preparation.

More than onedchallengé inspection would also be required if any significant degree of
confidence was expected to beiilt. The subgroup was charged with explorimigether specific
sorts of sites should be the focus of these inspections, specificallytis#iesould have the
characteristics necessary to host nuclear weapons, and how to balance this with holding the
entire Sate at risk of inspection, an important concept in of itself.

The groumoted these inspections were only related to our focus of establishing confidence in
the total number of weapons in the State. The numbers of inspections required for verifying
other activities such as dismantlement would need to be related to the confidence required and
activities involved.

Concept 5Notification Periodsand Pointsof Entry
CFE includes:
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1 36-hour notice of an inspection
1 Sixhour notice of the specific site
1 Single or multiple points of entry

Thegroup agreed theoncept of having notice periods was necessary. The exact times would
be a matter for negotiationhecausesite-specific aspects, including how long to make such sites
safe and secure fanspectionswould need to be considered. The shorter time the better for
inspection purposes but practicalities would need to be allowed for.

Multiple points of entry would mean that only a part of the State or a set number of declared
sites would then bgossible to be chosen by the inspectors for the actual inspection. Hence
normal operations could continue at other sites once the point of entry was known. Whether
this is helpful or required would depend on the size of the State and number of decléesd si

For New STARihe United Satesand Russia each hawgo points of entry, with one

associated with declared locations in the east or west of each State. This should be considered
by negotiators, but there was no reason foreseen that either singtaudtiple points of entry

would be problematic.

Thegroup also consideredoncepts of whether any movement of items would be allowed after
an inspection had been called or whether nearby systems would have to return to base. These
are not concepts in th€FE butwere included in the START treaty. Both of these would seem
useful additiongegardingdelivery systems such as road mobile or submarines. Further study
would be required to understand the implications for planned movements ofdewioyed
weapons noincluded in START.

Concept 6 Number of Inspectors an¢hspection Duration
CFE includes:

1 Limit ofnineinspectors
9 Limit ofthree subgroups
1 48 hours for an inspection including traveling time

The group recognizeithat a limit on numbers of inspectors and the duration of the \as&

nuclear weapons sitevould be required for cost and practical reasons. The exact numbers
should be flexible and depend on the nature of the site and the activities to be undertaken.
group also recognizeithat only a limited number of inspection activities could be undertaken
simultaneously on a nuclear weapons facility for safety and security reasons. However, allowing
more inspectors and activities may be advantageousfepeced statefacilitiesif this shortens

the duration of the inspection. The numbers for CFE would appear to be low if any practical
activities such as measurements would be needed. This would be explored in more detail in the
second section of the exercise.

Goncept 7. Equipment

1 Host supplied equipment in sensitive areas
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Althoughthe CFE allows inspectors to bring certain equipment, in previous nuclear
disarmament verification studies the need for hesipplied equipment in sensitive areas has
been shown. As \th previous IPNDV workhe need to ensure such equipment would still be
trusted by inspectors is crucial, and further study on how this is achieved will be required.
Inspectors will need their own IT smalye any data received from such inspections, dinel
host will need to facilitate this in appropriate areas of the site or in arsitdf location.

Concept 8Overflights

WG4 recognizethis would be problematic on many nuclear weagaites, as most nuclear
establishments, civil or military, do not@i overflights for safety as much as security reasons.
Overflights would also be of little utility on small sites, where activities and objects of interest
to inspectors are all within buildinggsingdrones may be better, but would also have security
andsafety implications. This would be a s#pecific issue, ande recognized it may not be
allowedat all sites. Satellite imagery is a more likely source of such information, and how this
could beusedwould be a matter for negotiations. Overflights o imagery could have

more utility, and less safety or security concerns, when lookingr at undeclared sites for
absence confirmation purposes.

Concept 9Rules toDiscount Buildinggnd Objectsto Inspect
CFE includes:

1 No inspections of buildingsith a lesghan two-meter entrance way
1 No inspections of shrouded items less thaum metersin diameter

WG4 thoughthat this concept was not one that translated to the nuclear weapons regime,
given the small size of thEAl Hence no building or item (shrouded or otherwise) should be off
limits simply due to size alone. However, inspectors will need to decide how tinueho

spend looking at buildingkat are unlikely to be used for weapons, such as offices and
accommodation or recreational facilities as opposed to bunkers and shielded facilities. The
group thought theability of inspectors to hold all buildings aitdms at risk of inspection was

an important concept, hence the importance of not having anything ruled\&i@4 thought

this wasparticularly important when related to ensuring the absence of undeclared weapons at
declared sites.

WG4 expectedome securig or otherwise sensitive items would be shrouded, but any such

item if not declared as a weapon should be subject to confirmation measurements if inspectors
NEIljdzZANBE AlGd vdzSadAazya F2N GSOMEBEa)carhetfronSthidJS NI & A
discusgn on how much confidence that a shroudedcontainerzed item could be gained

from a measurements there a size beyond which an item could contain sufficient shielding

that a measurement would not work? What other infermation or measurements could the

help with this? Weighing the item if practical was one possible option.

Consideration and further work would be required to consider iteha may be encountered
at undeclared nofweapon facilities. This could then include itethat have nuclear signatures
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that could not be opened for safety reasons. Could absence of explosives be used in these
circumstances? Thgroup suggested th@ossibility of weapon systentBat contain radioative
signatures such as depleted uranium as a potentially particularly difficult problem to account
for.

Concept 10Video andPhotography

WG4 thoughthat the use of video was unlikely to be acceptable within sensitive facilities
unless it was very canglfy hostcontrolled and in cases to ensure absence of activities. It was
noted even in the CFE this was predominantly used to record ibrt&fings,so no information

was missed. This may bdowabledepending on the acceptance of the specific individuals
involved.Photography would be expected to be widely used to record activities, unique
identifiers, tags and seals, as well as any anomalies found. This is similar to CFE andr§TART.
such photograhy would be host controlled and image®suld bereviewed for securitypefore
releasingo inspectors. Chain of custody of equipment afada storage devicesould be

required to maintain confidence in such images.
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Findings fromPart Twa Site-Specificinspections

Thesubgroupsvere only giveriwo hours to discuss how theyould verifydeclarations they
were given at each site. Hendbe subgroup®nly expected they would be able to identify a
few key challenges to using the CFE concepts, and not aegtdetailed inspection plans or
arrangements. Each section below sets out the initial declarasabgroupswvere given for

each site, any general observations made bydhlkegroupsat the beginning of their
discussions, the approaches thebgroupgook to explore verification concepts, and the issues
or questions they identified. The following sections are taken directly from the summaries
made by thesubgroupghemselves. Key conclusions from both parts of the exercise are
discussedt the end of this pper.Annex 2 also contains some key points and questions each
subgroupwas asked to consider as part of their deliberations.

Subgroupl. Missile Silo Base
Initial declaration (as set out for exercise purposes):

1 2100weapons present on the site

1 5O0weapons deployed on missiles located in 16 silos
1 Each missile capable of carryiiige weapons

1 5O0weapons located in a separate storage area

GeneralObservations

The silo subgroup found it important tiemonstratetrust to the inspectedSate, and in this
regard decided to focus first on the redarked facilities (i.efacilities declared to have nuclear
weapons) on the site diagram (séanex 2).

The subgrouplso agreed that as many facilities as possible should be at least visually screened
within the limited time, and that a handful blumarked (indicating declared as no weapons
present) facilities would undergo-thepth inspection.

ApproachDiscussedby the Subgroup

The subgroup tested if a team d2 inspectors could gain sufficient confidence in tirag
allowed. They postulated that the inspectors would be split into thyemupsof four people.
The firstgroupto inspect the silo area, the secogdoupto inspect the storage area and the
base headquarters, and the thigfoupto compile andanalyze the data sent by thérst two
groups

The firstgroupwould be split into twasubgroups On the first day of inspection, while the first
subgroupconducts inspection of one of the redarked silos, the secorglibgroupdrives
throughout the entire silo area and visually screéme authenticity of the red/blue (weapons
present/notpresen) declaration.
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On the second day of inspection, while thetfsabgroupconducts indepth verification of a
couple of bluemarked facilities, the secorglibgroupinspecsthe redmarked interim storage
building located next to one dhe silcs.

The second team will spend a dagyd-a-half inspecting the storage areend half a day
inspecting the base headquarters. The second team would also be split insutvgsoupgo
try to verify as many facilities as possible. Similar to the dirstip, it will visually screen all
facilities, if possible, arbitrarily select edrmarked facility for irdepth verification andundergo
same procedure for a blusarked facility.

Issues oQuestions Identified

If a silo contains a missile not loaded wathuclear weapon, then it would be marked with
blue. Theinspectors decidevhether to verify such a silo.

If the missile and the nuclear warhead are stored separagttiie interim storagduilding next
to the silg then it would take less time to conducenfication. However, if the warhead is
loaded on the missilghen it would takealonger timeto verify.

As for the bluemarked facilities, if they are empty, then it would easy to screen visually.
However, if there are objects similar to nuclear weapoastainers, then this would delay the
verification process and require additional time.

It was clear the CFE limit of 48 hours was too restrigcthee exact time required would depend
on activities neededalthough this would always be limited. A multir@nal inspection
conducted under substantial time constraint would require sufficient prior training and
coordination to ensure effectiveness.

Subgroup2. Road Mobile Base
Initial declaration (as set out for exercise purposes):

1 2100weaponsassociated with the site

1 25weapons temporarily on missiles on deployment
1 Each missile capable of carryioige weapon

1 75weapons located in a separate storage area

GeneralObservations

The group quicklyealized that it was not feasible to develop a compkensive inspection plan,
given the limited time and amount of information availablestead,the group used the
opportunity to discusseveralaspects related to carrying out such inspections.

ApproachDiscussedy the Subgoup

Initially, onegroup of ingpectorscould check the site perimeter to ensure the overview of the
site and check, for example, that suspicious items are not stored or hidden directly off the site
perimeter.
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At the same time, a secorsibgroupcould start verifying the presence of dartd warheads in
the red structuresThis task, limited to verifying the unique identifiers (such as serial numbers)
on each warhead container, should be manageable for atiorainers containing weapons.

Inspectors should never be left alone, so at teaa® inspectors should at any time be present
Ay GKS AyalLlSoi2 Nm&oust oindpérfon dchviidsBnexediBncesdaryy
compilation andanalyzecollected information.

When the perimeter has been inspected, the sasnégroupmay insgct some of the blue
structures looking for any suspicious items or activities.

1 Itis not realistic to visit all buildingSome will appear more relevant than others, and
future visits to the same site may be used to inspect some of the buildings rtetlvisi
earlier.

1 In some locations, selected by the inspectors, shbgroupshould carry out absence
measurements by looking for weaporslated radiation Sufficient time should be
allocated tomake several such measurements as long as no suspicious radgatio
detected.

Onesubgroupshould, if possible, collect information about the whereabouts of the warheads,
such as the unique identifiers associated with the deployed weapons.

1 Itis important for confidencéuilding to be able to follow the weapons ovéme.
Documents do not prove anything, but consistency over many years is difficult to fake.

The inspectingroupis assumed to be able to confirm the presence of nuclear weslbgn
performing certain measurementBecausaneasuring one weapon takes half a day,
realistically, thegroupwould therefore be expected to verify only one or two weapons by
actual measurements in any one visit.

1 These weapons must be selected by the inspectors.

1 Confidence must be built over time asw inspections are carried out and new
weapons are measured.

Issues oQuestions Identified

The given CFRased frequency of inspections is not satisfactory for nuclear disarmament
verification.Just carrying out the verification of the initial baselineldeation would take
severalyears andrerifying the movements of individual weapons over time would be almost
impossible.

The CHbased rule of excluding structures with a door width less than two meters is not
applicable to nuclear disarmament verificaii Missiles are large, but nuclear weamanay be
much smaller than two meters evertlifey areplaced in a container.

1 Nuclear disarmament verification may therefore call for much.more comprehensive
inspections than those performed under existing treaties
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The limited duration of inspections as in the case of this exercise, albeit meaningful from a
practical perspective, comes as a detriment to the reliability and accuracy of the inspection and
hence the credibility of the verification regimehis is dueo the fact that a single nuclear

weapon can be highly relevant strategicallg opposed to a small number of conventional
weapons (for instance a tank under the Aéaty).Given the complexity of nuclear

disarmament verification activities, such adi®s will need significantly greater resources in
terms of personnel, logisticand budgets than verification activities under the CFE treaty.

Subgroup3. Naval Base
Initial declaration (as set out for exercise purposes):

1 100weapons associated with thétes

1 50weapons temporarily on submarines

1 Each missile capable of carryithgee weapons

1 50weapons located in a separate storage area

GeneralObservations

Importance of prior information, including on the submarinegluded the number of boats,
the numbe of launch tubes on each boat, how to uniquely identify each pastvell aserial
numbers or other uniquéentifiers (UIDsYor the missiles and the weapons. This would be
essential to ensure confidence on the total numbers of weagbascould be gained over
multiple visits. Given half of the weapons are not present on the initial visit linaitgd
potential confidencethat could be gained.

If possibleintrinsicUIDswould helpincreaseconfidence over timéecausehese would always
be directly associated with the items (weapons, missiles, boats), rather than attached tags or
seals, or printed serial numbers.

ApproachDiscusedby the Subgroup

The group gaverporities to identifying and counting the declared weapons present on the site
including ysicaly checkngthe storesandensuring unique identification of the items present.
The group preferredo make a measuremerdn a randomly selected item to ensure it was a
real weapon system.

If a boat was present during the inspectidhe group wouldcheck the number of tubes and

how the boat isuniquely identified this is important for subsequent visits to ensure there are
no extra boatsThe group wuld need a declaration of how many launch tubes contain missiles
and how many weaponwere on each missiléThe groupvould chooseto inspectone tube
declared as empty, and one missile to count the number of weapons (these Wwewskrouded

so justdumps<t) attached.The group wouldake measurements of arjump< declared not to

be weapons. Much of this could replicate procedures from START baring arg&teifec
differences.
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The group would perform asual inspection of another boats or vessels and buildings.
Everywhere should be available for inspection, and the inspectors would use a random
selection process to choose which areas to physically inspect to check for absence of weapons.

Issues oQuestionddentified

Based on CFE inspection rylésould be a very long time before all boats would have been
seen by inspectord’he group determined that ore workisrequired into how much
confidence could be gained that all weapons were being counted. &tatimethods should be
looked at to assess the reliability of random selection as a methodology and haptiteize it

to gain most confidence.

Considerindnow to make random selection most effective would allow a better estimate of
how many inspections auld be required to gain sufficient confidence in the declarations, and
how long each inspection would need to be.

Subgroup4. StateWide Completeness Considering Undeclared Locations

GeneralObservations

Based on the discussions on applicability of CFE verification rules to the given scenario, a
convergence of opinion emerged that it should be, in principle, possible to verify the absence of
undeclared items or activities in@ate as a whole with suffient levels of assurance.

NTMs would likely play a very large roleéSiate-wide completeness verification efforts.

ApproachDiscussedby the Subgoup

In the context ofSate-wide verification of completenesg is most promising to further look
AYIi2KZKBAYII SOSNBOKAY I Teaty NA &A1 é¢ 02y OSLI 2F 6K

That meansll undeclared locations should, in principle, be at risk of being inspected. In other
words, no location on the territory or under jurisdiction/control oBate should be exempted,
although safeguards against frivolous or excessively disruptive inspections are required (in
addition to the possible deterrent effect of reciprocity).

The wide scope of &ate-wide inspection regime could perhaps be made more manageable by
distinguishing betwen different types of locations (less or more suitable for undeclared
items/activities) and allocating different types of inspection regimes to the different categories.

Locations especially suitable for undeclared items or activides pecause of segity, military
nature, accessibility, remoteness, proximity to military facilities with delivery vehicles) would
receive higher inspection quotas than other locations.

Even so, credible procedures/arrangements would have to be in place for a large fange o
different types of locations and terrains (determination of size of sites, transport, observation
methods, technology, etk
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Issues oQuestions Identified

It is highly unlikely that an§tate could be provided with absolute certainty that anoti#ate
has not hidden a single or small batch of warheads; however, this uncertainty should be offset
by other checks and verification regimésy, example on delivery systems and fissile materials.

Adequate verification of absence of undeclared items #eade-wide context will require a
highly cooperative setting or an extremely high verification burden. Unless a minimum of
confidence exists between parties and they actively cooperate to reassure others of their
compliance, verification dtate-wide complet@ess will likely be too coshtensive to be
feasible. Exceptions could be joint efforts to verify disarmament in a single (snGier.)

Conclusion

Many concepts could besedfrom the CFEAIthoughcomprehensive verification solutions

could not be devimped in the timescale of this exercise, no reasons were found why sufficient
confidence could not be gained with a relatively similar approach to the CFE, modified for the
practicalities of nuclear weapons and facilities.

The details would likely need tthange in each concept (number of inspections, inspectors,
subgroupstime, etc.), but the principles involved would be the same. Future negotiators would
be taking the same considerations (confidence, intrusiveness, efficiency) to decide such details,
whichrelate directly to the principlethe IPNDV developed ihase 1.

Further details developed in START and New START would also be wileedyt andwvould
provide the basis for many of the activities to count deployed declared items. However, site
specific issues in different States may require different solutions.

The exercise showed the importance of detailed information on sites, delivery velaictes
containers prior to inspections. The more detailed information provjdiee more efficient and
effective inspection could be. Prior information would include not just written information and
data, but visits to sites, exhibitions of missiles andweli vehicles, and establishment of how
measurements and unique identification would wonkcluding trials. This would also be in the
inspectedSateQ iaterest to ensure inspections could be as efficient as possible and hence
spend less time physicallydheir sites.

WG4 also notedhe need to identify and be able to account for delivery vehicles, even when
is the nuclear weapons that athe items of account. Accounting for delivery vehicles provides
the most effective way of being able to account feeapons on deploymenand by ensuring

no extra delivery vehiclesxistprovides confidence in no excess weapons.

The routine application afchallengé inspections was a very useful concept to build
confidence in the absence of weapons in raetlared dcations. This was an aspect not
included in the STARITeaties.WG4 thoughimuch further workis required in building how
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verification of absence could be most effectively undertaken during inspections both at
declared and noseclared locations.

The impatance of random selection and holdidgverything at risk of inspection was
demonstrated. Further study of methods to assess the effectiveness of statistical approaches to
verification should be undertaken. This will particularly aid the understandihgwfbest to

build confidence in the absence of declared items in undeclared locations based on random
selection of inspections.

WG4 identifiedwo immediate points during this phasethie IPNDV:

1 Coordination with technical experts WS is required on bw to make effective and
efficient measurements to indicate the absence of a weapon in containers or under
shrouds.

1 Coordination with technical experts WS isrequired on unique identification,
particularly intrinsic features, to enable-tdentification of items on subsequent visits.
Becauseétems can legitimately move between inspections, and not all items will be
available for counting on each inspection @eployment), sealing items in containers
may not provide a benefit in many cases. Need to ensure items can still be identified,
and hence avoiddouble accountancy.

These questions could also be taken up by technical experts beyond IPNDV.

Overall, as witlprevious work byhe IPNDVparticipantsthought althoughthere was still much
work to do, that this exercise built further confidence that verification could be successfully
accomplished for nuclear disarmament in the future.
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Working Group Deliverable
Annex Exercise Documentation

Annex 1 WG4 Walkthrough Exercise on Declaratio®:E Treaty Case
Study

Annex 2 ExerciseHandouts: InitialDeclaration SiteDiagramsand
Photographs

Annex 3 WalkthroughPresentation

Annex 4 Aerial Photograpls of Facilities
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Annex 1. WGANValkthrough Exercisen Declarations
CFE Treat€ase Study

ReferenceMaterial: A Simplified Versiorof the CFE Treaty

INITIALDECLARATIONS

Each State Party shall provide at the signature of this Treaty notification tdhall States
Parties of the maximum levels for its holding$\(iCLEAR WARHEADS

TechnicaDataand Photographs
Technical data together with photograph EAPON CONTANERS/DELIVERY VEHRAIHS)
provided by each State Party to all other Staasties at the signature of the Treaty.

NOTIFICATIONS AND EXCHANGE OF INFORMATION

Annual Exchange of Information
1 Information on the overall holdingNUCLEAR WARHEADS)

1 Information on the location, numberand types oNUCLEAR WARHEA®LS in
service withArmed Forces (exp. research and development faciligtes);

M1 Information onDECLARED FACILITIES
1 Points of Entry/EXxijt

1 Information on the location of sites from whitdftUCLEAR WARHEA®e been
withdrawn (the locations of these sites shall be notified for three years following
such withdrawal).

OperationalNotifications

1 Anychange of 10 percent or more in numberdCLEAR WARHEA&3Signed to
any location. Such notification shall been no later than five days after such
change occurs, indicating actual holdings after the notified change.
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VERIFICATION (INSPECTIONS)

GeneralObligations

1 No more than one inspection team conducting an inspection may be present at the
same time at any aminspection site.

1 Each State Party shall be obliged to receive a number of inspections pursuant to not
to exceed its passiieECLARED FACILIThERection quota for each specified time
period:

o Duringthe first 120 days after entry into force of the Trgat20 percent of
DECLARED FACILITIES

o Eachyear, commencing after completion of the 120 days after entry into force of
the Treaty, for the duration of the Treatyl5 percent oDECLARED FACILITIES

1 Each State Party with territory within the area of applioatshall be obliged to
accept challenge inspections as follows:

o Duringthe baseline validation period, up to 15 percent of the number of
inspections oDECLARED FACILITWEBh that State Party is obliged to receive
on its territory;

o Duringeach year of the residual period, up to 23 percent of the number of
inspections oDECLARED FACILITWEBh that State Party is obliged to receive
on its territory.

1 Notwithstanding any other limitations, each State Party shall be obliged to accept a
minimum of one inspection each year of lEECLARED FACILITH#B8 each State
Party with territory within the area of application shall be obliged to accept a
minimum of one inspection each year within a specified area.

o !y Ay alLlS O i-doanify perisd bXI@6t extegd the 48 hours for the
inspection of EDECLARED FACILITESIthin a specified area;

1 Aninspection team conducting an inspection shall spend no more than 48 hours at
aDECLARED FACILI'HBEENo more than 24 hours in inspection within a specified
area.

1 Theinspected Statéarty shall ensure that the inspection team travelsmo a
inspectia site by the most expeditious means available. Time between completion
of the inspection conducted by an inspection team on the territory of the State
Party where an inspection is carried out and the arrival of that inspection team at
the point of Entry/Exit doesnot exceed nine hours. Excess time shall not count
F3FAyad GKFG AcgultthdBedadA 2y (Sl YQa Ay
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Notification of Intent of Inspection

The inspecting State Party shall notify thepected Statdarty of its intention to carry out an
inspection such notifications shall be made less than 36 hours in advance of the estimated
time of arrival of the inspection team at the point &ntry/Exitand shall include:

(A) Thepoint of Entry/Exitto be used;
(B) Theestimated time of arrival at the point dntry/EXxit;
(C) Themeans of arrival at the point &ntry/Exit

(D) Astatement of whether the first inspection shall be conducted & LARED
FACILITIES challenge inspection and whether the inspection will be conducted
on foot, by crossountry vehicle, by helicopteor by any combination of these;

(E) Thetime interval between the arrival at the point &ntry/Exitand the
designation of the first inspéion site;

(F) Thelikely number of sequential inspections.

TheinspectedStateParty shall acknowledge receipt of notification within three hours.

Procedures uporArrival at Point of Entry/Exit

1 The escort team shall meet the inspection team and transport er@mbers at the
point of Entry/Exitupon their arrival.

1 Equipment and supplies that the inspecting State Party brings into the territory of the
State Party where an inspection is to be carried out shall be subject to examination
each time they are broughnto that territory. This examination shall be completed
prior to the departure of the inspection team from the point®entry/Exitto the
inspection siteSuch equipment and supplies shall be examined by the escort team in
the presence of the inspectioeam members.

GENERAL RULES FOR CONDUCTING INSPECTIONS

1 Aninspection team shall consist of up to nine inspectors and may divide itself into up to
three subteams.

1 The inspection team shall be permitted to bring such documents as needed to conduct
the inspection, in particular its own maps and chaltspectors shall be permitted to
bring and use portable passive night vision devices, binoculars, video and séfiasam
Dictaphones, tape measures, flashlights, magnetic compaasesaptop computers.
The inspectors shall be permitted to use other equipment, subject to the approval of
the inspected Statéarty.
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The inspection team shall specify on each occasion it designat&H8& ARED
FACILITIBS be inspected whether the inspection will be condutten foot, by cross
country vehicle, by helicopteor by any combination of these.

The inspection team shall have the right to conduct helicopter overflights of the
DECLARED FACILITiUE®Sg a helicopter provided and operated by thepected State
Party. The duration of such helicopter overflights at an inspection site shall not exceed a
cumulative total of one hour.

Theinspected Statéarty shall not be obliged to provide a helicopter at &CLARED
FACILITIES8at areless than 20 square kilometers area.

During an inspection of BRECLARED FACILITHESithin a specified area, inspectors
shall be permitted access, entgnd unobstructed inspection:

o0 Inthe case of a specified area, within the entire specified area; or

o Inspectors shall not have thrgght to enter other structures or areas within
structures the entry points to which are physically accessible only by personnel
doors not exceeding two meters in width and to which access is denied by the
escort team.

Theinspected Statéarty shall havéhe right to shroud individual sensitive items of
equipment.

The escort team shall have the right to deny access to sensitive points, the number and
extent of which should be as limited as possible, to shrouded objects and to containers
any dimension (widt, height, lengthor diameter) of which is less than two meters.
Whenever a sensitive point is designated, or shrouded objects or containers are
present, the escort team shall declare whether the sensitive point, shrouded object or
container holds anWUQ.EAR WARHEAD

Inspectors shall have the right to take photographs, including video, for the purpose of
recording the presence of weapon. The escort team shall cooperate with the inspection
GSFYQa dF1AYy3 2F LK2023INI LKAD

Photography of sensitive points shiaél permitted only with the approval of the escort
team.

The inspection shall be deemed to have been completed once the inspection report has
been signed and countersigned.

After completion of an inspection atRECLARED FACILIOESIithin a specified area,
if no sequential inspection has been declared, then the inspection team shall be
transported to the appropriate point déntry/Exitas soon as possible and shall depart
the territory of the State Party where the inspection wasried out within 24 hours.
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DECLARED FACILITIES INSPECTION

T

Inspection of DECLARED FACILIBIES not be refusedSuch inspections may be
delayed only in cases of force majeure.

An inspection team shall arrive on the territory of the State Party wlaareaspection is
to be carried out through a point @ntry/Exitassociated with the declared site it plans
to designate as the first inspection site.

Theinspected Statéarty shall have the right to utilize up to six hours after designation
of aDECLARERACILITIES prepare for the arrival of the inspection team at that site.

At the number of hours after arrival at the point Bhtry/Exit which shall be no less
than one hour and no more than 16 hours after arrival at the poirEmfy/Exit the
inspedion team shall designate the firSEECLARED FACILITtE® inspected.

Theinspected Statéarty shall ensure that the inspection team travels to the first
declared site by the most expeditious means available and arrives as soon as possible
but no laterthan nine hours after the designation of the site to be inspected, unless
otherwise agreed between the inspection team and the escort team, or unless the
inspection site is located in mountainous terrain or terrain to which access is difficult.
such cae, the inspection team shall be transported to the inspection site no later than
15 hours after designation of that inspection siteéavel time in excess of nine hours
aKFtt y20 O2dzyd | 3 Acodnitypérigd: & Ay aLISOGAZY

Immediately upon arrival at thBECLARED FACILITtES inspection team shall be
escorted to a briefing facility where it shall be provided with a diagram of the declared
site. The declared site diagram, provided upon arrival at the declared site, sinddlic

an accurate depiction of the:

(A) Geographicoordinates of a point within the inspection site, to the nearest 10
seconds, with indication of that point and of true north;

(B) Scaleused in the site diagram;

(C) Perimeterof the declared site;

(D) Major buildings &ad roads on the declared site;

(E) Entrancego the declared site; and

(F) Locationof an administrative area for the inspection team.

Within onehalf hour after receiving the diagram of the declared site, the inspection
team shall designate thBECLARED FACILITtES inspectedThe inspection team

shall then be given a p#i@spection briefing which shall last no more than one hour and
shall include the following elements:
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(A) Safetyand administrative procedures at the inspection site;

(B) Modalitiesof transportation and communication for inspectors at the inspection
site; and

(C)Holdingsand locations at the inspection site.

1 The preinspectionbriefing shall include an explanation of any differences between the
numbers oNUCLEARVEAPONS®resent at the inspection site and the corresponding
numbers provided in the most recent notification, in accordance with the following
provisions:

(A) If the numbes of NUCLEARVEAPON@resent at the inspection site are less
than the numbers provided in that most recent notification, such explanation
shall include the temporary location B’UCLEAR/EAPONSand

(B) If the numbers oNUCLEAR/EAPON®resent at the inspeabn site exceed the
numbers provided in that most recent notification, such explanation shall include
specific information on the origin, departure times from origin, time of arrival
and projected stay at the inspection site of SUCGNWCLEARVEAPONS

CHALENGE INSPECTION WITHIN SPECIFIED AREAS

1 Each State Party shall have the right to conduct challenge inspections within specified
areas.

T ¢KS GSNXY GalLISOAFASR I NBFéeé YSIya Ly | NBI
within the area of application other thaDECLARED FACILIWESn which a
challenge inspection is conductedl.specified area shall not exceed 65 square
kilometers.No straight line between any two points in that area shall exceed 16
kilometers.

1 If the inspecting State Party intends to conduct a challenge inspection within a
specified area as the first inspection after arrival at a poirimtiy/EXit

(A) It shall includen its notification the designated point &ntry/Exitnearest to or
GAOUKAY GKIFIGO ALISOAFASR I NBF OFLIotS 27
chosen means of transportation; and

(B) Atthe number of hours after arrival at the point Bhtry/Exit which shdlbe no
less than one hour and no more than 16 hours after arrival at the point of
Entry/Exit the inspection team shall designate the first specified area it wishes
to inspect.Whenever a specified area is designated, the inspection team shall, as
part ofits inspection request, provide to the escort team a geographic
description delineating the outer boundaries of ard&e inspection team shall
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have the right, as part of that request, to identify any structure or facility it
wishes to inspect.

Theinspedted StateParty shall have the right to refuse challenge inspections within
specified areas.

Theinspected Statéarty shall inform the inspection team within two hours after the
designation of a specified area whether the inspection request will be gdante

If access to a specified area is granted:

0 Theinspected Statéarty shall have the right to use up to six hours after it
accepts the inspection to prepare for the arrival of the inspection team at the
specified area,;

o Theinspected Statéarty shall ense that the inspection team travels to the
first specified area by the most expeditious means available and arrives as soon
as possible after the designation of the site to be inspected, but no later than
nine hours from the time such an inspection is quted, unless otherwise
agreed between the inspection team and the escort team, or unless the
inspection site is located in mountainous terrain or terrain to which access is
difficult. In such case, the inspection team shall be transported to the inspection
site no later than 15 hours after such an inspection is acceftelel time in
SEOS&aa 2F yAyS K2dzNBA aKFff yzduntrd?2 dzy i
period; and

o Within such specified area the escort team may delay access to or overflight of
particular parts of that specified are#.the delay exceeds more than four hours
the inspection team shall have the right to cancel the inspecfltre period of
delay shall not count against the-aountry period or the maximum time
allowed within a spediéd area.

1 If theinspected Statéarty so wishes, the inspection team may be briefed on arrival
at the specified arearlhis briefing is to last no more than one ho8afety
procedures and administrative arrangements may also be covered in this briefing.

1 If access to a specified area is denied:

o Theinspected Statdarty or the State Party exercising the rights and obligations
of theinspected Statdarty shall provide all reasonable assurance that the
specified area does not contaMUCLEAR/EAPONS

o Noinspection quota shall be counted, and the time between the designation of
the specified area and its subsequent refusal shall not count againgt-ttwintry
period. The inspection team shall have the right to designate another specified
area or declared site for inspection or to declare the inspection concluded.
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Annex 2.ExerciseHandouts: InitialDeclaration Site
Diagrams and Photographs

INITAL DECLARATIONS

Table \#2-1. Overall Holdings of NucleAWeapons

Line Category Type of Nuclear Number of Nuclear
Number Weapons Weapons
1 NUCLEAR/EAPONS TYPE A 800

Table \f2-2. Information on the Location, Numbers, and Types of NucléaponsNot in
Service with Armed Forces

Line Location Type of Number of Nuclear
Number Nuclear Weapons
Weapons
1 FACILITY TYPE A 1
awo9{9!w/ I 359+9][ h
151515N0151515E
Table \¥2-3. Information on Declared Facilities
Line RecordNumber | Point of Designation of Number Type of
Number| andLocationof Entry/ Declared Facilities | of Nuclear| Nuclear
Declared Facilitie Exit Weapons | Weapons
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001 0L |Cl/L[L¢. al 100 TYPE A
LOCATION1
111111N0111111
E
005 0L |Cl/L[L¢. &y 100 TYPE A
LOCATION2 {Llhe
222222N0222222
E
006 0L |Cl/L[L¢.- &ai 100 TYPE A
|
LOCATION3 wht5 thlLbe
333333N0333333
E
007 01 | FACILITY 100 TYPE A
o |
LOCATION4 asL{atbel?
444444N04AA4444
E
008 0L |Cl/L[L¢. &l 100 TYPE A
| ,
LOCATIONS {e¢hwt D9e
555555N0555555
E
009 00 |Cl/L[L¢. al 100 TYPE A
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LOCATIONG

666666N0666666
E

010
LOCATIONY

(777TINOT 77777
E

01

C!/L[L¢, a

100

TYPE A

011
LOCATIONS

888888N0888888
E

01

C!/L[L¢, a

100

TYPE A

Table \f2-4. Points of Entry/Exif{POE)

Line
Number

PORRecord
Number

Name of POE

Location

Type

01

POE1

999999N0999999E

AIR, GROUND

Table \V2-5. Information on the Location of Declared Sites which Nucl&deaponsHave
Been Withdrawn

Declared
Facilities Record
Number

Declared Facilities

Location of Declared

Facility

Year of
Withdrawal
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002 C!'/L[LEC, acC 121212N0121212E 2015
{L¢9E
003 Ct'/L[LEC, a C| 131313N0131313E 2016
1 {9¢
004 C!'/L[LEC, a CH 141414N0141414E 2017
thLb¢Ee
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SITE DIAGRAMS
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Missile Silo site diagram
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PHOTOGRAPHS OF MISSILES AND WEAPON CONTAINERS

RoadMobile Missilet OneWeaponper Missile

_I
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| metre

https://commons.wikimedia.org/wiki/File:Blue_ Steel missile.png

Road Mobile Missile OneWeaponper Missile
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https://commons.wikimedia.org/wiki/File:Blue_Steel_missile.png

https://commons.wikimedia.org/w/index.phpearch=blue+steel+missile&title=Special%3ASea
rch&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&Nns100=1&ns106=1#/media/File:Blue_Steel missil
e at RAF Museum London.JPG

Silo Based Missile Up to FiveWeaponsper Missile
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https://commons.wikimedia.org/wiki/File:Blue Streak.JPG
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https://commons.wikimedia.org/w/index.php?search=blue+steel+missile&title=Special%3ASearch&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1#/media/File:Blue_Steel_missile_at_RAF_Museum_London.JPG
https://commons.wikimedia.org/w/index.php?search=blue+steel+missile&title=Special%3ASearch&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1#/media/File:Blue_Steel_missile_at_RAF_Museum_London.JPG
https://commons.wikimedia.org/w/index.php?search=blue+steel+missile&title=Special%3ASearch&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1#/media/File:Blue_Steel_missile_at_RAF_Museum_London.JPG
https://commons.wikimedia.org/wiki/File:Blue_Streak.JPG

Submarine Launched MissiteUp to ThreeWeaponsper Missile

https://commons.wikimedia.org/w/index.php?search=british+missile&title=Special:Search&go=
Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&nNSs106=1&searchToken=4izquicf7bmtwv76li61ly
uiol#%2Fmedia%2FFile%3ABritish_Polaris_Missli@aperial War Museum_1.jpg
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https://commons.wikimedia.org/w/index.php?search=british+missile&title=Special:Search&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1&searchToken=4izguicf7bmtwv76li61yuiol#%2Fmedia%2FFile%3ABritish_Polaris_Missile_-_Imperial_War_Museum_1.jpg
https://commons.wikimedia.org/w/index.php?search=british+missile&title=Special:Search&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1&searchToken=4izguicf7bmtwv76li61yuiol#%2Fmedia%2FFile%3ABritish_Polaris_Missile_-_Imperial_War_Museum_1.jpg
https://commons.wikimedia.org/w/index.php?search=british+missile&title=Special:Search&go=Go&ns0=1&ns6=1&ns12=1&ns14=1&ns100=1&ns106=1&searchToken=4izguicf7bmtwv76li61yuiol#%2Fmedia%2FFile%3ABritish_Polaris_Missile_-_Imperial_War_Museum_1.jpg

Air Delvered Bomb

id

https://commons.wikimedia.org/wiki/File:Wel177 science_museum.jpg

WeaponContainer

Photo courtesy of the QUAD nuclear disarmament verification partnership (&Kyafway,
Sweden)
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QUESTIONSND ISSUEBOD CONSIDER

T

In examininghe simplified CFE Treaty (in the order it is writtem@ might wish to ask
guestions not limited tdahe following. We may not be able to answer these immediately
in our first session, but may need to revisit these after the exercise.

Are photographs sufficient, or are exhibitions of the items required? What technical
dataarerequired on weapons, theirontainers and delivery vehicles? Does this include
certain baseline or template measurements?

Regardinghe notification system of only notifying changes ofpdcentor greater
within five days, is this sufficient, if nothenwhy not?

Is allowing 2@ercentof the sites to be visited in one year sufficient? Given there are
likely to be far fewer nuclear sites than military sites under CFE, what figure balances
intrusiveness with providing sufficient confidence?

Given the lower number of declared sitélse number of undeclared site visits in a year
is likely to be very low (probabbnein mostnuclearweaponpossesso&ates), does
this matter? If so why?

Are site visits of a maximum of 48 hours (less once travelling is included) sufficient? If
not, what would balance intrusiveness and providing sufficient confidence?

Does the notification timeline pose issues for thepectedState? Giving 36 hours of a
notification of an inspection, but not identifying which site?

The CFE allows use of inspeetopplied equipmentit has been suggested this is
unlikely to be the case for nuclear weamanspectionsWhat issues does this pose?
Does this apply in all areas of nuclear weapfacility or only in the highest sensitivity
areas? Inspectors will need b able to use their own computers and equipment for
certain data analysjshe inspectedStatewill need to enable this at a location in
reasonable proximity to the inspection site.

Is a team ohineinspectors in three subeams sufficient? How many clobia nuclear
site be expected to facilitate?

Is the use of a helicopter reasonable at nuclear sites?

The CFE usesdterion of atwo-meter door width to define which buildings can or
cannot be inspectedsthis a useful concept for nuclear weafaciities? If sowhat
would be an equivalentriterion?
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1 Shrouded items are likely to be used to protect sensitive security and proliferative
items. Isa sizecriterion a useful concept of which are measured for absence?, ivsat
should the size be? Is there an alternatoréerion?

1 Is taking video footage helpful to inspectors? Would this pose security issues for the
inspectedState?

1 TheinspectedStatewill getsixhourdhotice of which site will be inspectetthis
sufficient to allowinspectedStatepreparations but without causing concerns over the
integrity of the inspection?

1 Are the site diagrams appropriate and sufficient? If not what else may be useful to or
assist verification activities?

1 For challenge inspectisnis the limit on area size a useful conceiEs square
kilometersappropriate?

1 The time allowed for challenge inspections is the same as for declaredDoesthat
seem appropriate or are there reason they should be different? What nigtermine
this?

1 Is the concept of not being able to refuse inspections to declared sites, but being able to
refuse challenge inspections appropriate?

Questionsand Issueto Considerfor Inspectionand Monitoring
Activitiesat Nuclear Bases

1 Distribution d SUBTEAMSone team will need to be based in an office to collate
information, communicate with the field teams, and to be able to swap members of the
field team as the day progresses.

1 No inspector should ever be left alone.
1 There idIMITED TIMBvailable sowe need to decide on priority actions:

o How should weprioritize between counting declared items and looking for
undeclared items?

o Do we need to make confirmation measurements on declared items and if So on
how many?
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o What kind ofnon-declared items do we need to measure to confirm absence of
nuclear/explosive material?

1 Measurements on nuclear weapons will take time, as they will almost certainly have to
be moved to be measured in a safe location. Measurementsn@weapon are likly to
take a minimum ohalfa day if in storage and potentially up to a whole day if they are
being removed from a missile. Ordyeweapon can be measured in any location at a
time.

1 ForSILGsites, these could be physically very large, visiting aliesite will not be
practicable. How might the use of the overflight or areal observationsseel?

1 ForNAVALandROADMOBILBases, many of the nuclear weapons will be deployed
outside of the base at unknown locations. How can we count these systenia@iirg
using multiple inspections over multiple years? Do we need to keep track of or uniquely
identify the delivery vehicles?

1 InSTORAGIBcations weapons will be in containers.

1 Any unique identifier for the weapons will have to be applied to the comtiaas the
weapon will not be accessible to inspectors. How does this affect confidence and
verification options?

1 On any subsequent visit it is possible a different set and number of weapons will be on
deployment;how does this affect keeping track of theeapons? Containers may have
different weapons (of the same type) inside them to the ones seen on previous visits.

1 DEPLOYES&ystems will be attached to missiles, how does this affect access
arrangements? If missile nose sections can be opened to showciimspehe number of
weapons attached, they will be shrouded so omdgvers will be seen, this may include
non-nuclear items as well as the declared weapons.

1 For buildings declareBEREE OF WEAPQId& there building typethat should be
prioritized for checking? Are there buildingksat can be safely ignored (@, offices)f? Is
there an equivalent to théwo-meter rule from the CFE as to which buildings to check?

Questionsand Issuego Consider for Inspection and Monitoring
Activities at NonrDeclared Sks

How to choose where to inspect?
1 What sites will be most important to inspect?
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Are there siteghat should be off limits for such inspections? (Government headquarters
offices? Cityxenterlocations?)

Are there siteghat should have more regular monitoring options? Which are these?
Consideration should be given to:

0 Previous nuclear weapatacilities aml bases

o Former nuclear test sites

o Military bases with large explosive/conventional weapons storage facilities, or
with conventional missile capabilities (dual use systems?)

o Military ranges and exercise areas
o Government laboratories

0 Nuclear facilities

0 Explosive facilities

o Isolated industrial complexes (Dogsvernment or commercial ownership
matter?),

o Different geographical terraimnsremote areas where items may be hidden,
particularly areas witliunnelingactivities, some road/rail access would likbby
required.

What use can remote monitoring play (including areal or satellite monitoring,
commercial, national or international capabiliti@s)

Which of these sites may pose issues foritispectedStatein terms of the security and
sensitivity of legitimate nomuclear weapogrelated activities?

How to approach inspecting a site once it has been chosen?

T

Distribution of SUBTEAMSone team will need to be based in an office to collate
information, commungate with the field teams, and to be able to swap members of the
field team as the day progresses.

No inspector should ever be left alone.
There i IMITED TIMBvailable sowe need to decide on priority actions:

0 These sites could be physically very large, visiting all of the site will not be
practicable. How might the use of the overflight or areal observationsseel?
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(0]

Are there building typethat should beprioritized for checking? Are there
buildingsthat canbe safely ignored (g., offices)? Isthere an equivalent to the
two-meter rule from the CFE as to which buildings to check?

Should inspectors be searching for the weapons themselves, or start looking for other
features? What might these be?

(0]

(0]

(0]

(0]

Swipe samplingpr nuclear/explosive material?
Nuclear/explosive related health and safety infrastructure?
Attitude and compliance of the host?

Can the hosts explanation of the site be validated?

What kind of items do we need to measure to confirm absence of nucledosixe
material?
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Annex 3. Walkthrough Presentation

——————f

4 WALKTHROUGH EXERCISE (i
E DECLARATIONS

CFE TREATY CASE STUDY

Exchange of
Information | Verification

MAIN ELEMENTS
(MODEL CFE)
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INFORMATION EXCHANGE

Annual Exchange of Informations

Initial Declarations

Page | 122
www.ipndv.org



http://www.ipndv.org/

Initial Declarations &
Technical data and photographs

® AREPHOTOGRAPHS SUFFICIENT OR ARE

EXHIBITIONS OF THE ITEMS REQUIRED2 WHAT

Q “ ESTI n 1] s TECHNICAL DATA IS REQUIRED ON WEAPONS, THEIR
CONTAINERS AND DELIVERY VEHICLES? DOES THIS

INCLUDE CERTAIN BASELINE OR TEMPLATE

MEASUREMENTS?
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Information sites from which NUCLEAR WERPON have
been withdrawn B
Declared Facilities

NOTIFICATION

no later than five days
after such change occurs

—

Annual
Exchange of
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© THE NOTIFICATION SYSTEM OF ONLY
QUESTIONS NOTIFYING CHANGES OF 107 OR GREATER

WITHIN 5 DAYS, IS THIS SUFFICIENT IFNOT
WHY NOT?

SITE DIAGRAM

® GEOGRAPHIC COORDINATES OF APOINT WITHIN THE
INSPECTION SITE, TO THE NEAREST 10 SECONDS,
WITH INDICATION OF THAT POINT AND OF TRUE
NORTH;

® SCALE USED IN THE SITE DIAGRAM;
® PERIMETER OF THE DECLARED FACILITY;

® MAJOR BUILDINGS AND ROADS ON THE DECLARED
FACILITY;

¢ ENTRANCES TO THE DECLARED SITE; AND

¢ LOCATION OF AN ADMINISTRATIVE AREA FOR THE
INSPECTION TEAM.
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® ARE THE SITE DIAGRAMS APPROPRIATE
QUESTIONS AND SUFFICIENT? IF NOT WHAT ELSE MAY BE
USEFUL TO OR ASSIST VERIFICATION

ACTIVITIES?

S TTTT—
PRE-INSPECTION BRIEFING

An explanation of any differences between the numbers of NUCLEAR WARHEADS present at the inspection
site and the corresponding numbers provided in the most recent notification:

@) if the numbers of NUCLEAR WARHEADS present at the inspection site are less than the numbers
provided in that most recent notification, such explanation shall include the temporary location of

NUCLEAR WARHEAD; and

@) if the numbers of NUCLEAR WARHEADS present at the inspection site exceed the numbers provided
in that most recent notification, such explanation shall include specific information on the origin, g
departure times from origin, time of arrival and projected stay at the inspection site of such a 1

NUCLEAR WARHEAD.
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° ITIS POSSIBLE FROM A SECURITY POINT OF
VIEW, TO PROVIDE INFORMATION ON TEMPORARY
QUESTIONS | ocamon or w2 i wor How can vou chEcK
THE CORRECTNESS OF THE INFORMATION
PROVIDED?

VERIFICATION
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TYPES OF INSPEGTION

°DECLARED FACILITIES INSPECTION

SCHALLENGE INSPECTION WITHIN SPECIFIED AREA (2 speciFiepAREA

SHALL NOT EXCEED 65 SQUARE KILOMETRES. NO STRAIGHT LINE BETWEENANY TWO POINTS
IN THAT AREA SHALL EXCEED 16 KILOMETRES) 4

°FOR CHALLENGE INSPECTIONS, IS
THELIMIT ON AREA SIZE A USEFUL

RUESTIONS CONCEPT2 AND IS 65 SQUARE

KILOMETRES APPROPRIATE?
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REFUSAL OF THE INSPECTION

* Inspection of a DECLARED FACILITIES shall not be refused. Such inspections may be delayed only in
cases of force majeure.

» The inspected State Party shall have the right to refuse challenge inspections within specified areas.The
inspected State Party shall inform the inspection team within two hours after the designation of a
specified area whether the inspection request will be granted. If access to a specified area is denied, the
inspected State Party or the State Party exercising the rights and obligations of the inspected State Party
shall provide all reasonable assurance that the specified area does not contain NUCLEAR WARHEADS.

* IS THE CONCEPT OF NOT BEING ABLE TO
REFUSE INSPECTIONS TO DECLARED

QUESTIONS FACILITIES, BUT BEING ABLE TO REFUSE

CHALLENGE INSPECTIONS APPROPRIATE?
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NUMBER OF DEGLARED FACILITIES
INSPECTIONS

DECLARED FACILITIES INSPECTION QUOTA FOR EACH SPECIFIED
TIME PERIOD:

® DURING THE FIRST 120 DAYS AFTER ENTRY INTO FORCE OF THE
TREATY - 20 PERCENT OF DECLARED FACILITIES;

® EACH YEAR, COMMENCING AFTER COMPLETION OF THE 120
DAYS AFTER ENTRY INTO FORCE OF THE TREATY, FOR THE

DURATION OF THE TREATY, - 15 PERCENT OF DECLARED
FACILITIES.

NUMBER OF CHALLENGE INSPECTIONS

EACH STATE PARTY WITH TERRITORY WITHIN THE AREA OF APPLICATION SHALL BE
OBLIGED TO ACCEPT CHALLENGE INSPECTIONS AS FOLLOWS:
® DURING THE BASELINE VALIDATION PERIOD, UP TO 15 PERCENT OF THE
NUMBER OF INSPECTIONS OF DECLARED FACILITIES WHICH THAT STATE
PARTY IS OBLIGED TO RECEIVE ON ITS TERRITORY
® DURING EACH YEAR OF THE RESIDUAL PERIOD, UP TO 23 PERCENT OF THE
NUMBER OF INSPECTIONS OF DECLARED FACILITIES WHICH THAT STATE
PARTY IS OBLIGED TO RECEIVE ON ITS TERRITORY.
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NUMBER OF INSPECTION

A MINIMUM OF ONE INSPECTION EACH YEAR OF ITS DECLARED
FACILITIES,

AND ONE INSPECTION EACH YEAR WITHIN A SPECIFIED AREA.

® ISALLOWING 15 % OF THE SITES T0 BE VISITED IN ONE
VEAR SUFFICIENT? GIVEN THERE ARE LINELY TO BE FAR FEWER
NUCLEAR SITES THAN MILITARY SITES UNDER CFE WHAT
FIGUREBALANCES INTRUSIVENESS WITH PROVIDING

Q“ES““NS SUFFICIENTCONFIDENCED

® GIVENTHE LOWER NUMBER OF DECLARED SITES, THE
NUMBER OF UNDECLARED SITEVISITS INA YEARIS LIKELY TO
BEVERYLOW [PROBABLY 1IN MOST WEAPON STATES), DOES
THIS MATTER? IF SO WHY?
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NOTIFICATION OF INTENT OF INSPECTION

The inspecting State Party shall notify the inspected State Party of its intention to carry outan inspection, such notifications shall
be made no less than 36 hours in advance of the estimated time of arrival of the inspection team at the point of entry/exit and
shall include:

&) the point of entry/exit to be used;

(a) the estimated time of arrival at the point of entry/exit;

(4) the means of arrival at the point of entry/exit;

(A) a statement of whether the first inspection shall be conducted as a DECLARED FACILITIES or challenge inspection and %
whether the inspection will be conducted on foot, by cross-country vehicle, by helicopter or by any combination of these;

@®) the time interval between the arrival at the point of entry/exit and the designation of the first inspection site;

(©) the likely number of sequential inspections.

* DOES THE NOTIFICATION TIMELINE POSE

ISSUES FOR THE HOST? GIVING 36 HOURS
QUESTIONS OF A NOTIFICATION OF AN INSPECTION,
BUT NOT IDENTIFYING WHICH SITE?
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The escort team shall meet the inspection team and transport crew members at
the point of entry/exit upon their arrival.

Equipment and supplies that the inspecting State Party brings into the territory
of the State Party where an inspection is to be carried out shall be subject to

examination each time they are brought into that territory. This examination :
shall be completed prior to the departure of the inspection team from the point of 3
entry/exit to the inspection site. Such equipment and supplies shall be examined A
by the escort team in the presence of the inspection team members.

© THE CFEALLOWS USE OF INSPECTOR SUPPLIED EQUIPMENT,
IT HAS BEEN SUGGESTED THIS IS UNLIKELY TO BE THE CASE
FORNUCLEAR WERAPON INSPECTIONS, WHAT ISSUES DOES
THIS POSE? DOES THIS APPLY INALL AREAS OF A NUCLEAR
\WEAPON FACILITY OR ONLY IN THE HIGHEST SENSITIVITY
u “ ES'I'I 0 “ s AREAS? INSPECTORS WILLNEED TO BE ABLE TO USE THEIR
OWN COMPUTERS AND EQUIPMENT FOR CERTAIN DATA
ANALYSIS, THEHOST WILL NEED TO ENABLETHIS ATA
LOCATION IN REASONABLE PROKIMITY TO THE INSPECTION
SITE.
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GENERAL RULES FOR CONDUCTING
INSPECTION

® 9INSPECTORS MAY DIVIDE IPTO 3 SUB-TEAMS
* INSPECTION COULD BE CONDUCTED ON FOOT, BY CROSS-COUNTRY VEHICLES, BY HELIKOPTER

® THOUR HELIKOPTER OVERFLIGHTS OF DECLARED FACILITIES (NO OBLIGATION IFAREA IS LESS THAN 20
SQUAREKILOMETERS)

® ISA TEAM OF 9 INSPECTORS IN THREE SUB
TEAMS SUFFICIENT? HOW MANY COULD A
NUCLEAR SITE BEEXPECTED TO FACILITATE?

® IS THE USE OF A HELICOPTER REASONABLE AT
NUCLEAR SITES?

QUESTIONS
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GENERAL RULES FOR CONDUCTING
INSPECTION

DURING AN INSPECTION OF A DECLARED FACILITIES OR WITHIN A SPECIFIED AREA, INSPECTORS SHALL BE
PERMITTED ACCESS, ENTRY AND UNOBSTRUCTED INSPECTION:

® INTHE CASE OF A SPECIFIED AREA, WITHIN THE ENTIRE SPECIFIED ARER;

® INSPECTORS SHALLNOT HAVE THE RIGHT TO ENTER OTHER STRUCTURES OR AREAS WITHIN
STRUCTURES THE ENTRY POINTS TO WHICH ARE PHYSICALLY ACCESSIBLE ONLY BY PERSONNEL

DOORS NOTEXCEEDING TWO METRES IN WIDTH AND TO WHICHACCESS IS DENIED BY THE ESCORT
TEAM.

® THE CFE USES A CRITERIA OF A 2M DOOR WIDTH
TO DEFINE WHICH BUILDINGS CAN OR CANNOT BE
INSPECTED, IS THIS A USEFUL CONCEPT FOR
Q“Esl"n“s NUCLEAR WERAPON FACILITIES? IF SO WHAT
WOULD BE AN EQUIVALENT CRITERIA?
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SENSITIVE POINTS

® THE INSPECTED STATE PARTY SHALL HAVE THE RIGHT TO SHROUD INDIVIDUAL
SENSITIVE ITEMS OF EQUIPMENT.

® THE ESCORT TEAM SHALL HAVE THE RIGHT TO DENY ACCESS TO SENSITIVE
POINTS, THE NUMBER AND EXTENT OF WHICH SHOULD BE AS LIMITED AS
POSSIBLE, TO SHROUDED OBJECTS AND TO CONTAINERS ANY DIMENSION
(WIDTH, HEIGHT, LENGTH OR DIAMETER) OF WHICH IS LESS THAN TWO METRES. g
WHENEVER A SENSITIVE POINT IS DESIGNATED, OR SHROUDED OBJECTS OR
CONTAINERS ARE PRESENT, THE ESCORT TEAM SHALL DECLARE WHETHER THE £
SENSITIVE POINT, SHROUDED OBJECT OR CONTAINER HOLDS ANY NUCLEAR

WARHEAD.
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